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Trademark Information

Compex®, ReadyLINK® and MicroHub® are registered trademarks of Compex, Inc. Microsoft Windows
and the Windows logo are the trademarks of Microsoft Corp. NetWare is the registered trademark of
Novell Inc. All other brand and product names are trademarks or registered trademarks of their respective
owners.
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Disclaimer

Compex, Inc. provides this guide without warranty of any kind, either expressed or implied, including but
not limited to the implied warranties of merchantability and fitness for a particular purpose. Compex, Inc.
may make improvements and/or changes to the product and/or specifications of the product described in
this guide, without prior notice. Compex, Inc. will not be liable for any technical inaccuracies or
typographical errors found in this guide. Changes are periodically made to the information contained
herein and will be incorporated into later versions of the guide. The information contained is subject to
change without prior notice.

Your Feedback

We value your feedback. If you find any errors in this User’s Manual, or if you have suggestions on
improving, we would like to hear from you. Please contact us at:

Telephone: (65) 63810139
Fax: (65) 62809947
Email: feedback@compex.com.sg
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FCC NOTICE

This device has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This device generates, uses and can radiate radio frequency energy
and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation.
If this device does cause harmful interference to radio or television reception, the user is encouraged to try
to correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Connect the computer into an outlet on a circuit different from that to which the receiver is connected.
e Increase the separation between the computer and receiver.

e Consult the dealer or an experienced radio/TV technician for help.

Caution: Any changes or modifications not expressly approved by the grantee of this device could void
the user's authority to operate the equipment.

FCC Compliance Statement: This device complies with Part 15 of the FCC Rules. Operation is subject to
the following two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause undesired

operation.
Declaration of Conformity

Compex, Inc. declares the following:

Product Name: SGX3226 Compex 24 Port 10/100 Mbps plus 2 Port Gigabit Copper SNMP Managed
Switch

Model No.: SGX3226 conforms to the following Product Standards:

Radiated Emission Standards: EN55022A, FCC Part 15 Class A; Conducted Emission Standards:
EN60555Pt2 conducted emission; EN55022A conducted emission, LVD 60950 standard, FCC Part 15
Class A; Immunity Standards: IEC 801-2; IEC 801-3; IEC 801-4; Low Voltage Directive: EN60950
Therefore, this product is in conformity with the following regional standards: FCC Class A - following the
provisions of FCC Part 15 directive; CE Mark - following the provisions of the EC directive.

This Class A digital apparatus complies with Canadian ICES-003.

17th April, 2002

Shi Jia Xigng
R &D Mangager




Technical Support Information

The warranty information and the registration form are found in the Quick Install Guide.

For technical support, you may contact COMPEX or its subsidiaries. For your convenience, you may also
seek technical assistance from the local distributor, or from the authorized dealer/reseller that you have
purchased this product from. For technical support by email, write to support@compex.com.sg.

Refer to the table below for the nearest Technical Support Centers:

Technical Support Centers

Contact the technical support center that services your location.

U.S.A., Canada, Latin America and South America

< Write Compex, Inc.
4051 E. La Palma, Unit A
Anaheim, CA 92807, USA
2 Call Tel: +1 (714) 630-7302 (8 a.m.-5 p.m. Pacific time)
Tel: +1 (800) 279-8891 (Ext.122 Technical Support)
Fax | Fax:  +1(714) 630-6521
BBS: +1 (714) 630-2570 (24-hour access)
Europe
< Write ReadyLINK Networktechnology Gmbh
Albert Einstein Strafle 34/M21
63322 Rédermark, Germany
@ Call Tel: +49 (0) 6074 - 98017 (8 a.m.-5 p.m. local time)
Fax Fax: +49 (0) 6074 - 90668
BBS: +49 (0) 6074 - 93974 (24-hour access)
Asia, Australia, New Zealand, Middle East
and the rest of the World
< Write Compex Systems Pte Ltd
135, Joo Seng Road #08-01, PM Industrial Building
Singapore 368363
@ Call Tel: (65) 6286-1805 (8 a.m.-5 p.m. local time)
Tel: (65) 6286-2086 (Ext.199 Technical Support)
Fax Fax: (65) 6283-8337
BBS: (65) 6282-8854 (24-hour access)
Internet E-mail: support@compex.com.sg
access/ FTP site: ftp.compex.com.sg
Website: http://www.cpx.com or http://www.compex.com.sg
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About This Document

The product described in this document, Compex Managed Switch Series, SGX3226 is a licensed product
of Compex Systems Pte Ltd. This document contains instructions for installing, configuring and using of
SGX3226. It also gives an overview of the key applications and the networking concepts with respect to
the product.

This documentation is for both Network Administrators and the end user who possesses some basic
knowledge and expertise in the networking structure and protocols.

It makes a few assumptions that the host computer has already been installed with TCP/IP and already up
& running and accessing the Internet. Procedures for Windows 95/98/ 2000/NT operating systems are
included n this document. However, for other operating system, you may need to refer to your operating
system’s documentation for networking.

How to Use This Document

The document is written in such a way that you as a user will find it convenient to find specific information
pertaining to the product. It comprises of chapters that explain in details on the installation and
configuration of SGX3226.

Firmware

This manual is written based on Firmware version 1.10.

Conventions

In this document, special conventions are used to help and present the information clearly. The Compex 24
Port 10/100 Mbps plus 2 Gigabit Port Copper SNMP Managed Switch is often referred to as Compex
SGX3226 in this document. Below is a list of conventions used throughout.

NOTE
This section will consist of important features or instructions

CAUTION
This section concerns risk of injury, system damage or loss of data

WARNING
This section concerns risk of severe injury

) B> llE

Menu Commands, Button/Dialog ~ Will appear as follows in Bold
Buttons, E.g. Reboot System and Save
Product Indicators E.g. MODEM 1 port or STATUS LED indicator

iv




Table of Contents

Copyright © 2002 COmMPEX SYSLEMS Pe Lt ..........cc.evreeeeeeeeeseeeeeeeseeeeseeees e sese s i
Trademark INFOrMELIoN ..........ccoiiiiiii et i
DISCIAIMET ..ttt bbbttt bbbt bbb i
B (0T ==l | 7T USSP i
L OL O N o] o= SRS i
Declaration of CONTOIMILY ........coveiiiiiiiire e ii
Technical SUPPOrt INFOrMALION ........ooeiiiiiiic s iii
ADOUL THIS DOCUMENT ...ttt sttt b e bbb b iv
HOW t0 USE ThiS DOCUMENT ....ciiiiiiiiieiite ittt et iv
L0700 1Y =T o1 (o] USSP PSPPSRI iv
Chapter 1 Product Overview 1
IO R @ 1V o 1= SRRSO 1
1.2 Features and BENETILS .....coiiiiiiieieieee e e 1
1.2.1  Fast Ethernet SWItChiNG........ccoooiiiiiiiiiiiecee e 1
1.2.2  SNMP Management FUNCLIONS........c.cciiiiieiere e 1
1.2.3  Aggregated Router Capability........cccccoiiviiieiiiiie e 1
O S o A I 0 1T o SRS 2
1.2.5  VLAN support and tagging .....cccoceeereererieseeenieeneseeseseseesesseeeseesseseessesseens 2
1.2.6  Optional MOGUIES ......ccecvveeeieec e 2
1.2.7  Management Interface and capabilities ... 2
1.2.8  Group VLAN Registration Protocol (GVRP) ........ccocovviriiiiniiineccnns 2
1.2.9  Redundant POWEr SUPPIY ...ccooiiiiiiiiiiiiecee e 2
1.2.10 Spanning Tree ProtOCOL.......cc.cuiiiiiiiii e 2
IR T Y oo 107 £ o]0 -SSR 3
L4 PANEEVIBWS ..ot et ettt bt sttt 6
O R o o TNV T S 6
142 FIONEVIBW ..ottt 6
143 BACK VIBW ..ottt sttt nne e 7
1.5 PaANel DESCIIPLION. ...ccviiiiiite ettt ettt 8
1.6 Technical SPECITICAtIONS. .......cciiiiiiieiie e e 11
Chapter 2 Getting Started 13
2.1 PaCKAGING CONTENT. ....cuiiiitiiteie ettt et bbbt b et ebe e sbe e b 13
2.2 SEtUP CONSIAEIATIONS .......eiviiieeicieicie ettt st te e e e et e besaesresaneneas 13
2.2.1  Software REQUITEMENTS .....ccveiviiveieiieie ettt sre et sre s 13
2.2.2  Hardware REQUITEIMENTS .......ccveiieieriereseceseee et nneas 14




Table of Contents

3.1

3.2
3.3
3.4

41
4.2
4.3
44

51

6.1
6.2
6.3
6.4

2.2.3  MOAEmM REQUITEMENTS ....cveveriieiieriitisieisesieis sttt st see e e
Chapter 3 Hardware Installation
Physical Setup for CompeX SGX3226 ........cccvvrereeierieieneseseseseseeeesee e seeseeseeens
311 DesKtop INSTAAtiON........cciiriiiiiieireee e
3.1.2  Rack-Mounted INStallation ...........ccocovierieiiniiiieiesee e
3.1.3  Expansion Module INStallation.............coiiiiiiiiiiie e
Connecting Your modem to COmMPeX SGX3226 ........cccueuerererenineiieeeieenie e
Connecting Your Compex SGX3226 t0 Your NetWOrK.........cccocevvveieeieiieeieiesesienneas
Performing Power On Self Test (P.O.S.T.) oo
Chapter 4 Software Installation
Configuration 0N PC SEHINGS......cviveieree st eneas
NPFind ULility SOftWAr€........coveiie i
Configuration of Compex SGX3226 using Hyper Terminal............ccccocorvvniinennennen.
Configuration of Compex SGX3226 using Web-based Interface..........ccccccevcvvvrnnene
4.4.1  Login to Web Browser INterface.........ccoooveieiiniii i
Chapter 5 Using Menu Tools
Using CONFIGURATION MENU....vivviiiiiriitiiiiiniesieesieseesessessessssessessssessesessessessssesseses
70 5 A = T4 o] ) T USSR
5.1.2  VLAN CONTIg.iiiiiiiiiiiiiiiiies et
5.1.3  TruNK CONFig..couiieieiireie s nnenne s
TN 0 | (@4 = @] o) o OSSR
515  WAN CONTIG toviiiitiiiiiiiiiere st
516 NAT CONFigueiiiiiiiiiiiiiie e
Chapter 6 Configuring Your Wide Area Network
Selecting the Right connection for your Broadband Internet Service ..........cc.ccocevenene
Setup on Compex SGX3226 for Broadband INternet ACCESS.......ccccevververereresnieennns
Configuring Static IP CONNECLION ......cviviiieiiie e ere s
Configuring Dynamic IP CONNECLION .......ccueieiieie e
6.4.1 How to configure Singapore Cable Vision (SCV) Service .........ccccvevrvrvrnnne
6.4.2 How to Configure @HOME Cable SErviCe ........ccoovvvriirienieiieee e
Configuring PPP over Ethernet Session (PPPOE) .........ccoeoiiiiniineiscsieec e

6.5

15

15
15
15
16
17
17
18

19

19
19
20
25
25

29

29
29
31
32
33
38
39




Table of Contents

6.5.1 How to Configure SingNet, PacNet &QALA DSL Broadband......................
Chapter 7 Advanced Configuration for Compex SGX3226
7% A I = o] o PSS
% S R N 1 =0 o AP SRURSPR
T 1.2 STP BIAGE .o
T2 IGMP CONTIG.tiiiiiiitiiieiii ettt sttt sttt sb et tesbe e etesae e etesre e
7.3 SNMP CONFIQUIALION ..ottt bbb e ene
A o) o 1= 1ol 0 ) Y SSRSSSN
R N \Y/ L () (ol A O] ) o PSSR
7.5.1  Using Mirror Port to monitor Traffic ..........cccccvvvii i
K T o |13 To 001 (o S SSRRN
T.7  AAArESS SEAICH .. ..ottt et be e be e be e e e sre e beereenns
T.7.1 HOSESBAICK ...ttt be st
7.7.2  MAC AJUress SEArCN .......c.ccviiiciice e sre e
Chapter 8 Using SYSTEM TOOLS Menu
8.1 SEt SYSLEM CIOCK......coiiiiieiieie bbb a
8.2 System ConfigUIAtiON .......ccociviicieice et sne
8.3 SysStem INFOrMAtioN ....c.ccuiiiiiii e ene
8.4 ChanQe PaSSWOIM .......c.cceiuerierieitirieiieiesieiesees e siesreetes e eseesaeseseesaeseesressesseaneeseessesenssnns
8.4.1  FOrget YOUr PASSWOIU ......ccveeereierieesiestesieeeeseesees e e te s e s e eseesee e seesresresnens
8.5  Upgrading Compex SGX3226 FirMWAIE ..........ccouveririiirieinienieesre e
8.6 SAVE OF RESEL SELLINGS ...c.veviveieetiiteieie ettt
B.0. L  SAVE it a e
8.6.2  BACKUP ettt bbb e b ene s
8.6.3  RESIOIE....iiiiie ittt
8.6.4  Clear and RESEL.......ccccvceiiicie et
8.7 MESSAPE WINUOW ....veieeeeieiiiesie sttt sttt saesre e ne e e e seennennenne s
8.8 REDOOL SWILCN ...
8.9 LOQOUL ottt

Chapter 9 Using HELP Menu
9.1 TeChNICAl SUPPOIT....c.eiuiiiirieiiiterteete ettt sre e

64

64
65
66
67
68
70
72
72
73
74
76
77
78
79

80




Table of Contents

Chapter 10  Application on Virtual LAN 81
10.1 Description on Untagged VLAN .......cciiiiiiiiie et s 81
10.2 Working Examples on Untagged VLAN using Web-based Interface.............cc.ccoeee 82
10.2.1 Hardware Setup for NEtWOrking .......cccocciveveiiiieie e 82
10.2.2  Configuration for SWItCh L........ccoiviiiiiiiccicce e 83
10.2.3  Configuration fOor SWItCh 2........cccciviiiiiiiececres e 84
10.3  Description 0N Tagged VLAN ....oov it s eneas 86
10.3.1 Shared Uplink CONNECLION ........coveiiiieiniirieisieeiese s 86
10.4 Working Examples on Tagged VLAN using Web-based Interface ..........cccccocevevrnnnne 87
10.4.1 Hardware Setup for NEetWOrking ..........ccoceeieiiiine e 87
10.4.2  Configuration fOr SWItCh L........ccccoiiiiiiiiiiiie e 88
10.4.3 Configuration for SWItCh 2........cccciiiiiiiiccrcc e 89
10.5 Tagged VLAN with legacy (untagged) VLAN SUPPOIt.......cccevveieieieeieeieie e 91
10.5.1 Legacy Device — VLAN SUPPOIT ....covivieiieeeiee et 91
10.5.2  Legacy DeviCes SUPPOI......cceieieiere e sees ettt 92
AAPPENTIX ¢t A-1




Chapter 1 Product Overview

Chapter 1 Product Overview
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1.2

Overview

Compex Managed Switch Series Compex SGX3226 is a 24-port 10/100 Mbps Fast Ethernet
SNMP Managed Switch with Integrated Router, which comes with 2 expansion slots to support
1000 Base-T Gigabit Copper Modules for uplink connection.

All 24 auto-sensing ports, which have the abilities to support full and half duplex transmission,
are on independent switching segment.

Compex SGX3226 is specially designed to support Broadband Internet sharing. Up to 4 ports
may be connected to external Cable/ADSL modem, delivering combined aggregated bandwidth
to the Internet while providing fail-over redundant link.

In summary, Compex SGX3226 should perform whenever the demands, bandwidth, reliability
and security are required.

Features and Benefits

Compex SGX3226 is specially designed for building switched network system for large
enterprise and medium to small size workgroup. More enhanced features are introduced to
Compex SGX3226, making it a perfectly high-performance backbone switch for today’s
corporate network.

1.2.1 Fast Ethernet Switching
Compex SGX3226 comes with 24 10/100 Mbps Fast Ethernet auto-sensing ports
supporting full and half duplex transmission on its 12 Gbps switching bus.

122 SNMP Management Functions
Compex SGX3226 has been designed with SNMP management functions, which has
the capability to support 4 groups of RMONS: Ethernet Statistic, History, Alarm and
Event.

1.2.3 Aggregated Router Capability
Compex SGX3226 also has the ability to support Broadband Internet sharing. Up to 4
ports may be connected to external Cable/ADSL modems, delivering combined
aggregated bandwidth to the Internet while providing fail-over redundant link.
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1.25

1.2.6

1.2.7

1.2.8

1.2.9

1.2.10

Port Trunking
Up to 4 ports may be defined for Port Trunking, delivering up to 800 Mbps cascading
bandwidth between two switches.

VLAN support and tagging

Compex SGX3226 can support up to 30 port-based VLANSs and static configuration of
802.1Q VLAN tagging. It allows network administrator to separate the network into a
few segments by defining which port belong to which VLAN segment. This can
effectively control broadcast and multi-cast packet flooding the network. This not only
improvises the network performance, but also provides security between workgroups.

Optional Modules

Compex SGX3226 is designed with 2 expansion slots to support 3 types of optional
modules, 1000 Base-T Gigabit Fiber module, 1000 Base-SX Gigabit Fiber module and
100 Base-SC Fast Ethernet Fiber module.

Management Interface and capabilities

Compex SGX3226 allows you to manage the switch through common management
software. Web based management is also provided so that you do not need to have
expensive management software in order to manage your Ethernet switch. You can use
any popular Web browser software to browse the HTTP server inside Compex
SGX3226. From the Web page; you can do any configuration and statistic inquiry on
the switch. FreedomView Pro SNMP agent is also bundle together in the package.

Through the management interface, you can also change the transmission mode of all
ports on Compex SGX3226 switch. This means that you can change the operating mode
of any port to 10 Base-T half duplex, 10 Base-T full duplex, 100 Base-TX half duplex,
100 Base-TX full duplex or N-way Auto-negotiation at any time. It also means that you
can change the transmission mode through the Web browser interface, SNMP, console
port or even Telnet interface.

Group VLAN Registration Protocol (GVRP)
Allows automatic learning of VLANs which eliminates manual configuration of
VLANS.

Redundant Power Supply
RPS is constructed to prevent Compex SGX3226 from power-down if the primary
power supply is malfunctioned.

Spanning Tree Protocol
Provides redundant links while preventing network loops.




Chapter 1 Product Overview

1.3 Applications

Compex SGX3226 may be used in the backbone with ADSL broadband connection as the access
to the Internet, as shown in Figure 1.3-1. Virtual LAN may be defined on Compex SGX3226 to
logically segmenting your LAN into multiple broadcast domains with workgroup classifications.

SGX3226

SNMP Manager

High Bandwidth __
Servers =
%IE Internet
%H Servers

User groups on Private
LAN Switching

SXP1226WM
B R
" &% e | ===
o %
s 2EE
[T ERRR CRe %%%

Figure 1.3-1 Compex SGX3226 in the backbone
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Cable/ADSL Modem
Routing Capability enables E- .'
Broadband Internet sharing . |
with multiple Broadband || [ sl
channels, delivering high- _-__
bandwidth Internet

connectivity with Load
Balancing and Fail-Over
Redundancy.

SGX series with Modular
Gigabit ports enables
“Stacking’}

Packets from each computer carry their own VLAN ID.
SGX3226 and SGX2226WM are capable of recognizing
the VLAN memberships.
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Optional modules may be installed on Compex SGX3226 to support inter-building connectivity
using fiber optical cables, as shown in Figure 1.3-2.

Gigabit Ethernet on Fiber
(1000 Base-SX) or
Fast Ethernet on Fiber
(100 Base-SC)

Building B LY . Building C

Figure 1.3-2 Compex SGX3226 installed with optional fiber optic module
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1.4  Panel Views

141 Top View

Figure 1.4-1 Top view of Compex SGX3226

14.2 Front View

Figure 1.4-2 Front view of Compex SGX3226
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Figure 1.4-3 Front View of Compex SGX3226 (Section #1)
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Figure 1.4-4 Front View of Compex SGX3226 (Section #2)
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Figure 1.4-5 Back View of Compex SGX3226
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1.5

Panel Description

Features

Status and Indication

1. | 24 RJ45 10/100 Mbps
Ports

Use UTP/STP network cables to connect
e 10 Base-T

e 100 Base-TX

e 100 Base-SC

All ports will detect and automatically switch to
uplink mode when connected to a switch/hub

2. Console Port

A serial 9 pin (DB9) socket is connected to PC COM
Port for monitoring the switch

3. | 2 Open Expansion
Module Slots

e Comes with 1000 Base-T module
e Option for 1000 Base-SX and 100 SC modules

4. | Primary Power Socket

Flexible power input (range 100 V-250 V AC)

5. | Redundant Power
Socket

Additional Power Socket (Optional). With this RPS,
Compex SGX3226 still able to operate even Primary
Power Supply is down.

6. Reset Button

By pushing the reset button once,

e The switch will clear all previous temporary error
e P.O.S.T. will activate self-diagnostic program to
check any error.

e Switch would be re-configured with settings
stored in non-volatile flash memory.

7. Mute Button

To toggle the On or Off Switch of the Alarm Buzzer

8. | System Status LEDs

Green | Steady Normal Operation

Red Steady POST is running Self-diagnostic
after reset or power up
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Features Status and Indication

9. | Power LED Green | Steady Power supply is working in
normal condition.

Red Steady Power supply is faulty.
Power supply fault occurs.

10. | Redundant PS LED Green | Steady Primary Power Supply Fault
occurred. RPS is operating.

Off RPS is in standby mode or is not
available.

11. | Thermal Fault LED Red Steady Temperature inside the chassis is
too high for normal operation.
Thermal fault occurs.

Off In normal condition.

12. | Fan Fault LED Red Steady Ventilation Fans have problems.
Thermal fault may result if
condition persists.

Off Ventilation Fans are operating in
good condition.

13. | Mute LED Green | Steady The alarm buzzer is turned off.

Off The alarm buzzer is turned on.

14. | LNK/ACT LEDs Green | Steady In good link connection.

(Port #1 to Port #24)
Blinks The LAN connection has
activities going on.

15. | LNK/ACT LEDs Green | Steady In good link connection.

(Port #25 &Port #26)
Blinks The LAN connection has
activities going on.
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16. | 10/100M Green | Steady The respective LAN connection
(Port #1 to Port #24) is at 100 Mbps.
Off The respective LAN connection
is at 10 Mbps.
17. | 100/1000M Green | Steady The respective LAN connection
(Port #25 &Port #26) is at 1000 Mbps.
Off The respective LAN connection
is at 100 Mbps.
18. | Ready LED Green | Steady Valid Expansion Module is
(Port #25 &Port #26) detected.

Off Blinks No expansion module is
installed, or Expansion Module
installed is not ready.

19. | Full Duplex LEDs Green | Steady Full Duplex Mode.
(Port #25 &Port #26)

Off Half Duplex Mode.

20. | Full Duplex LEDs Green | Steady Full Duplex Mode.
(Port #1 to Port #24)

Off Half Duplex Mode.

10
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1.6 Technical Specifications

Industry Standards

Complies with

IEEE 802.1d: Spanning Tree Protocol
IEEE 802.1Q: Tagged VLAN

IEEE 802.3: 10 Base-T

IEEE 802.3u: 100 Base-TX

IEEE 802.3ab: 1000 Base-T

IEEE 802.3ad: Link Aggregation
IEEE 802.3z: 1000 Base-SX

IEEE 802.3x: Flow Control

Certificate Standards

FCC Class A
CE Mark
C-Tick

UL

Interface

24 RJ45 UTP 10/100 Mbps ports

2 expandable slots with two 1000 Mbps Modules
installed

1 RS232 serial interface

SNMP Management
(4 groups of RMON)

Group 1-Ethernet Statistic
Group 2-History

Group 3-alarm

Group 9-events

Virtual LAN

Port-based VLAN
Tagged VLAN

Spanning Tree Protocol

Yes

Flash ROM

2 M bits

Port Mirroring

Yes

Management Interface

Web-based Interface
RS232 or Telnet Console

Port Trunking

Up to 4 ports/trunk

11
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Switching Method

Store-and-Forward

LED Indicators

System Status

Power

Link/Activity

Redundant Power Supply
Thermal and Fan Fault
Mute

Speed (10/100/1000 Mbps)
Duplex status

Ready

Operation Mode

N-Way Auto-negotiation
e Force Mode

Transmission Mode

e Full Duplex
Half Duplex

Optional Modules

e 100 Base-SC module
e 1000 Base-SX module

Power Supply

Internal power supply is provided with voltage
ratings of 100 VV AC to 250 V AC, 50~60 Hz
Power consumption is 40 W maximum.

Environment

Operating Temperature: 0°C to 40°C

Requirements Storage Temperature: -20°C to 70°C
Operating Humidity: 10% to 80% RH
Storage Humidity: 5% to 90%
RH=Relative Humidity
. MAC Address Table 4K
. Switching Buffer 24 Mbytes
. Back Plane Capacity 12 Gbps

Physical Dimension

440 mm x 330 mm x 66 mm (L x D x H)

12
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Chapter 2 Getting Started

This chapter outlines the basic requirement needs before you begin any installation and configuration on
Compex SGX3226.

2.1

2.2

Packaging Content

Thank you for purchasing the Compex Managed Switch Series Compex SGX3226. You will find
the following items in the package:

* S 6 6 O o oo

1 x Compex SGX3226 unit

1 x Power Cord

2 x brackets

6 X screws

1 x RS232 crossover cable

4 x rubber feet

1 x Quick Install Guide with Warranty Card

1 x CD-ROM (Web browser, Acrobat Reader, User’s Manual, FreedomView Pro SNMP
Manager Software, Npfind Utility Software)

Setup Considerations

Prepare checklist before you start:

.

Check your Local Area Network configurations. Check if it is Dynamic or Static IP
addressing.

Check the TCP/IP protocols and IP address settings of the PCs/Clients or Ethernet Switch in
your LAN.

At least one dial-up account from Internet Service Provider (ISP).

RJ45 telephone cable connected to the external modem.

221 Software Requirements

+ Windows 95/98/2000/NT/ME

+ Any other TCP/IP-enabled systems like Mac OS and UNIX

+ Hyper Terminal Program

+ Web Browser, such as Microsoft Internet Explorer (4.0 and above) or Netscape
Navigator (4.0 and above)

¢ FreedomView Pro SNMP Manager Software

+ Npfind utility software

13
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222 Hardware Requirements
¢ 10/100 Base-T, RS232 crossover cable and Compex SGX3226 unit
¢ Ethernet ready Client/PCs (with TCP/IP protocols installed and configured for
Internet access)

223 Modem Requirements

¢ One or four ADSL/Cable modem/s

14
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Chapter 3 Hardware Installation

This chapter gives an in-sight on the hardware installation aspect from installing the physical cables to
resetting the device.

3.1  Physical Setup for Compex SGX3226
Compex SGX3226 is ideally suitable for office environment usage, which can be either installed
on a flat surface (desktop) or mounted on a 19-inch rack. The following steps illustrate how a
proper installation has to be done.
311 Desktop Installation
1. Unpack Compex SGX3226.

2. Remove the backing strip from the 4 rubber feet and attach to the underside of the
switch chassis firmly.

3. Place it with a power outlet located nearby. Be sure to set the device with sufficient
space for heat ventilation.

4. The surface to place Compex SGX3226 should be clean, smooth, level and sturdy.
5. Ensure there is enough space around the unit to allow attachment of network cables.

6. Connect the power cord to the power socket on the rear panel of Compex
SGX3226.

3.1.2 Rack-Mounted Installation

1. Position one bracket to align with the holes on one side of Compex SGX3226 and
secure it with the smaller bracket screws (1/8-inch diameter). Then attach the other
bracket to another side of it.

2. After attaching both mounting brackets, position the device in the rack by lining up
the holes in the brackets with the appropriate holes on the rack. Secure it to the rack
using the rack-mounting screws (5/16 inches diameters) with a screwdriver.

3. Connect the power cord to the power socket on the rear panel of Compex
SGX3226.
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NOTE NOTE

— For proper ventilation, do allow about at least 4 inches of clearance on the

= front and 4 inches on the back of the Switch. This is especially important for
enclosed rack installation.

3.13 Expansion Module Installation

A series of optional Expansion Modules are available for Compex SGX3226 to enhance
the features. As Compex SGX3226 supports the hot plug function, you may install or
uninstall the Modules without turning off the Switch.

1. Please note that Compex SGX3226 is shipped with the Gigabit modules.

2. Insert the Module carefully into the Expansion Module Window and push it along
the Module rail until it stops. Ensure that there is a secure connection to the PCB
Board of Compex SGX3226.

3. The Ready LED of the related port will lights up.

4. Tighten the screws on the module.

To remove Expansion Module,

1. Disconnect any cable from the Module.

2. Unscrew and pull out the Module slowly from the Expansion Module Slot.

3. Slide the Module completely out of the Chassis and cover the Window with the
cover plate, screwing back using the original screws.

16
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3.2

3.3

Connecting Your modem to Compex SGX3226

Compex SGX3226 allows a maximum of up to two modems connections. Only use those
modems as specified in Section 2.2.3 Modem Requirements on Page 14.

With Compex SGX3226 and any of the four modems power off, connect one end of the modem
cable to any port of Compex SGX3226. The other end of the modem cable is to be connected to
your own ADSL/Cable modem. (Set up the modem for dial-up connection. You may need to
refer to your respective Modem’s manual for installation.)

NOTE
Connect Compex SGX3226 using one modem first. Once you have established
an Internet connection, then add the additional modem as and when needed.
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Connecting Your Compex SGX3226 to your Network

You can connect Compex SGX3226 via the RJ-45 port to an external Ethernet Hub/Switch to
increase the number of users for Internet access. Using a straight through UTP network cable,
connect one end to Compex SGX3226 and the other to the network Switch.

Once all physical connections are established, turn on the power to the modem, Compex
SGX3226, PC and the network Switch.

The figure shows on Page 18 an example how Compex SGX3226 can be connected to an existing
switch to increase the Internet access for the LAN users from just one dedicated Internet access to
multiple accesses.
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Gigabit Ethernet on
Fiber (1000 Base-SX) or
Fast Ethernet on Fiber
(100 Base-SC)

Building B Building C

| S/g o)y ] | A/g g oy v
= = =2 = = = o =
| mg g = EUE]IE},
m’ﬁwﬁ .ﬁ" = =

Figure 3.3-1 Compex SGX3226 cascaded to Switch to support more users

3.4  Performing Power On Self Test (P.O.S.T.)

Compex SGX3226 has the ability to perform P.O.S.T. automatically upon power up. On
successful power up, System Status LED on the front panel will lights up steadily in RED,
indicating that Compex SGX3226 is running its Self Diagnostic Test. Once the LED turns green,
Compex SGX3226 is then ready for operation.

NOTE

If the System Status LED does not light up in RED after powered up, you
may need to reset the Switch by powering OFF and ON again. If it still fails,
please contact your dealer for repair or replacement.
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Chapter 4

Software Installation

This chapter explains the basic setup procedures of configuring Compex SGX3226 using the web-based
interface. For more detailed information about Compex SGX3226, please refer to Chapter 7 “Advanced
Configuration for Compex SGX3226” on Page 51.

4.1  Configuration on PC settings

Each PC in the LAN must be configured in order for them to communicate with Compex
SGX3226.To do so, follow the steps shown below:

1.

From your Windows 95/98/2000/NT/ME computer, click “Start” button, point to Settings,
and select Control Panel.

Double click the Network icon.

Check to see if the TCP/IP protocol is installed. If not yet, please add this protocol first before
proceeding with the next step.

Select TCP/IP protocol and click “Properties” button. Click on the radio button for Obtain an
IP address automatically.

Go to DNS Configuration tab and select Disable.
Select WINS Configuration tab. Click Disable WINS Resolution.

Hit the “Ok” button and restart your computer.

4.2  NPfind Utility Software

Npfind is an utility program for Windows which can be used to find out the IP address of
Compex’s product. To check your IP Address of Compex SGX3226,

1.

Connect one end of the MDI straight cable to one of the LAN port of Compex SGX3226, and
the other end to your PC.

Next, insert Product CD to your CD-ROM Drive.

Go to DRIVERS & UTILITIES section and click on Npfind Utility Software.
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The program will automatically display the IP address of the device found.

&5 Npfind ' X]|

Rouer  [56X3226

Name:  [ompex Management Switch

IP Address: |1 92.168.100.124¢

Figure 4.2-1 Npfind discovered Compex Product

Contact your area of support for help if needed, or write to us at support@compex.com.sg

4.3  Configuration of Compex SGX3226 using Hyper Terminal

We can configure Compex SGX3226 through Hyper Terminal. To do so, please follow the
procedures stated below:

1. Go to control panel and double click Hyper Terminal icon.

HyperTerminal |
lcon

stant| DibsConpuser | sCorisiParal  [[ShpperTesminad (S o |

Figure 4.3-1 Select Hyper Terminal Icon from Control Panel
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2. Type the name in the space provided.

Connection Description [ 2] %]

Enter a name and choose an icon for the connection:

Name:
[SGX3226

leon:

.%@@@ﬁ

oK Cancel
I | |

Figure 4.3-2 Give a name for the new connection

3. Choose the COM Port which you have selected from your PC.

Phone Number EHE

% SGX3226

Enter details for the phone number that you want to diak

Counycode: | =
Aeacode: |
Phone number: I

D
Direct to Com 2
Direct to Com 3
Direct to Com 4

Figure 4.3-3 Select a Com Port
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4. Adjust the Port setting from the COM1 (depends on the console port you have used)
Properties screen.

COM1 Properties 7 x|
Poit Settings |

Bitspersecond: [38a00 7|
N —
Paity: [None =]
stophits [T 7]
Elow controt: TR ~ |

bdvanced.. | Restore Defauits |

[T O = |

Figure 4.3-4 Configure the Port Setting
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After setting all configurations, reset the power supply of Compex SGX3226. A Hyper Terminal
screen will appear to list out all configurations.

e (8 You Cd Duvim Heb
iz pla] ols| =]

syt show efhernet address
Commandsys show in

=

fdnin.  Oper. Destination

Ifnome  Stole  State IP Address Netmask Broadcasi Addr

LN Enabled  Up 192.168.100.128  255.255.255.0 192.168.88.255

Command>sys show info

Spshen:

wslom name SEHIZ26

wstom contact unknown

wstom location unknown

wstom up time @ months @ davs 06:48:00

Console baudrate B4

irmware Vorsion : SGH1.10 Bld 1404, fer. 5 2002
MRC Addross 0e-8a-48-11-11-11

IP Rddress 192,168,100, 128
(Mo twork Mask 2595.255.255.0
Commari>sys show info

System

vslem nome SEHI226

yslem contact unkenown

yutem location unknown

s lom up tine 0 months @ days 06:48:05

ensole baudrate - 3

irmsare Version © SGX1.10 Bld 1484, Apr. 5 2002
HAC Address BD-80-48-11-11-11

IP Rddress 192.168.109.128
(Metwork Mask 255.255.255.0
Coanands J
Caraies 003 41 ety g 00 BN Y e =
Figure 4.3-5 Information on Compex SGX3226 Configuration

You can modify the configuration on the screen itself, such as changing the IP Address after you
have upgrade the firmware.

Here is the listing for commands used in Hyper Terminal:

System Commands | Descriptions
sys--System Management Commands

sys show info

Show system information of the device

sys show ip

Show the IP Address of the device

sys show ethernet address

Show Ethernet address

sys set ip <IP Address>
<Subnet Mask>

Set IP Address and Subnet Mask of the device, e.g.
sys set ip <ddd.ddd.ddd.ddd> <ddd.ddd.ddd.ddd>

sys set name "string"

Give a name to the device,e.g.
SGX3226

sys set contact "string"

Give a contact information to the device, e.g. Compex

sys set location "string"

Give a location name to the device, e.g. Singapore

Sys set password

Set administrator’s password

sys set link_info <on|off>

Enable or disable the link status in the Change Report, e.g.
sys set link_info on

sys check fault

Check any fault occurs in Thermal, Chassis Fan, etc.
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System Commands

Descriptions

sys reset system

Reboot the device

sys reset config

Reset the configuration of the device

sys save config

Save the configuration of the device

logout--Exit Management Commands

Logout |

Log out of Web Interface

port—Port Management Commands

port show List out the configuration of every port
port set enable <port Set the configuration of the port, such as Half/Full duplex
number> mode; speed, etc. E.g.

[-h|-f] [-10]-100}-1000] [-A]

port set enable 1 —A (where -h: half duplex; -f: full duplex
and -A: Enable Auto-Negotiation)

port set disable
<port number>

Disable the respective port, e.g.
port set disable 10

port set flw <port number>
<on|off>

Set flow control of the port, e.g.
port set flw 10 on

port set bck <port number>
<on|off>

Set back pressure of the port, e.g.
port set bck 11 on

port set pri <port number>
<-p priority>

Set the priority of the port, e.g.
portsetpri 110 -p 6

port set vid <port number>
<-v vid>

Set the vlan ID

<port number>: 1 to 26
<vid>: 1 to 4095
e.gportsetvid11-v1

vlan--Vlan Management Comm

ands

vlan show

Show the vlan configuration

vlan build <vid> <-u untags>
<-t tags> <-p priority>

set the vlan, e.g.
vlan build 2 -u 14,15 -t 14,15 -p 3

vlan delete <vid>

Delete the vlan ID, e.g.
vlan delete 3

vlan set pri <vid>
<-p priority>

Set the priority of vlan ID, e.g.
vilansetpril-p2

trunk--Trunk Management Commands

trunk show

Show the individual port trunking

trunk set <port1> [port2]
[port3] [port4]

Set port trunking, e.g.
trunkset1234

stp--Stp Management Commands

stp [on|off]

Activate/Deactivate the Spanning Tree Management
function

snmp—SNMP Management Co

mmands

snmp [on|off]

Activate/Deactivate the Simple Network Management

protocol function
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4.4

Configuration of Compex SGX3226 using Web-based Interface

After setting up Compex SGX3226, install a browser on the PC or workstation. Make sure that
TCP/IP protocol is installed and configured. Configuration will be much simpler, if you decided
to obtain IP address dynamically and use the gateway default IP addresses. Compex SGX3226
comes with a built-in DHCP server that automatically assigns IP addresses, DNS and Gateway
information to the computers connected in the same network. It has been pre-configured with IP
address and Subnet Mask of 192.168.100.128 and 255.255.255.0 respectively.

An Internet browser would be used to configure Compex SGX3226. The most commonly used
browsers include Netscape Navigator, Netscape Communicator and Microsoft Internet Explorer
browsers as they support frames and Java. We recommend you to use the Netscape
Communicator VV4.06 and higher, or Microsoft Internet Explorer 4.0 and higher.

Start by running your browser on a workstation connected onto the same network as Compex
SGX3226. Enter URL Address, http://192.168.100.128.

44.1 Login to Web Browser Interface

The following is a list of the various ways for different browsers in accessing a website.
Follow the instructions for the browser that you use.

In Netscape Navigator

1. Select the File menu, then select Open Location.

2. Inthe Open Location dialog box, enter the IP address of the Gateway. This address
is set at the factory to: http://192.168.100.128.

3. Click on the “Open” button.

In Netscape Communicator

1. Select the File menu, and then press Open Page.

2. In the Open Page dialog box, enter the IP address of the Gateway. This address is
set at the factory to: http://192.168.100.128.

3. Make sure the Navigator radio button is selected then click the “Open” button.
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In Internet Explorer

1. Select the File menu, then select Open.

2. In the Open dialog box, enter the IP address of the Gateway. This address is set at
the factory to: http://192.168.100.128.

3. Click on the “OK” button.

You will see the following screen comes out on the Web browser program:

1. Type in the password and click “Log On!” button. The default password is “password”.

2 Esvachand Internet Fiouter - Micsozolt Inteinet Evploser
Zﬂdﬁ-lamm;amm:n B
|
Remote Access SGX3226 Switch Manager
Please enter yost password.
— Lognl
- g the

|

[ Do [ D et

Figure 4.4-1 Login to Remote Access Switch Manager
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After logging in to the Management system, the Main Page will display as shown below. The
image of Compex SGX3226 is shown on the upper right window. The status of each switch port
(i.e. link, speed and duplex mode) can be seen clearly from the LED displays on the image. The
lower right window is used to display the web pages of versatile configuration and operations.

Akhass [ ) o 152 168,100 1280cs_ge =] o |[tna =
O seome = = = U SR B Configuration
. & H—H—H—]ﬁ - - Window
s % 3 —/-
,’/ -‘/-
e SGX3226 Switch P
/s s
. et
Command Menu
Window
N
\o
\~
B @ it

Figure 4.4-2 Main Page of Compex SGX3226

The Main menu includes four sections in the Command Menu Window, namely
CONFIGURATION, ADVANCED, SYSTEM TOOLS and HELP. The overall descriptions
for individual sub-functions are listed as shown:

CONFIGURATION menu

Port Configuration — configuration for communications via network

VLAN Configuration — setup Virtual LAN, whether in tagged or untagged-based
Trunking Configuration — Extend the limitation of bandwidth

DHCP Configuration — setup, reserve or activate DHCP

WAN Configuration — support Static, Dynamic and PPP over Ethernet services
NAT Configuration — increase security for unauthorized access through WAN

* & & & 0o o
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ADVANCED menu

* & 6 6 6 o o0

STP Configuration - discovers and eliminates redundant paths in the network topology
IGMP Configuration - allows the device to forward multicast traffic intelligently

SNMP Configuration — monitor and oversee network

Port Security — secure/reserve certain port/s from other user’s access

Mirror Port Configuration — duplicate a port's traffic on a port

Aging Control — limit the resource in the forwarding table

Address Search — search for Host and MAC address of the connected device in the network

SYSTEM TOOLS menu

¢ System Clock — managed and utilize timing based function

+ System Configuration — change of IP Address, Subnet Mask or Gateway

+ System Information — indicates essential information of Compex SGX3226

¢ Change Password — amend system administrator’s password

¢ Firmware Upgrade — uploading latest firmware to Compex SGX3226

# Save or Reset Settings — save or reset all settings

¢ Message Window — various actions which is taken previously while configuring can be seen
in this window

¢ Reboot Switch — restart the device

¢ Logout — get out of web-based interface environment

HELP menu

¢ Technical Support — make enquiries when encounter problems while setting up the device
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Chapter 5 Using Menu Tools

This chapter explains the configuration menu tool that comes with Compex SGX3226 when you use the
web-based configuration interface. Here, we will briefly discuss each Menu components and its function.

5.1 Using CONFIGURATION menu

511 Port Config
This function allows you to have an easy access to the network via the ports of Compex

SGX3226. Notice that the “Link state” option indicates ‘Up’. This shows that the port is
connected to the network. It can either be in “Up” (Connected) or ‘Down’ (No
connection) state.

Broadcast Rate Limit

This function sets broadcast limit to the desired rate
for the specified port. It controls the reception of
broadcasting packets. The ranging for Broadcast rate
limit varies from 0% to 100%. The higher the rate is,
the more data can pass through the traffic. Rate is the

" Iﬂ.‘f‘l Ll .]|

Port 1 Configuration

Lhoose Port:[1 =]

percent of the traffic to allow before throttling. Link State: MediaTypa:  IAOBASE T
Seond Duplex; Pen Saate [Enotied =]
IR R Flow Cowtrol:  [Encbied =]

Port Priority L Pon Pristiy: Spod Staty:  100Mga FO

To specify the VLAN priority to expedite the VLAN Part VLN 10:

traffic.

Port VLAN ID ] :::mn 0

VLAN ID is the sequence number of a VLAN.

Compex SGX3226 has 32 VLANSs to specify and ety

0
0
0
(1]
Late fvents 0
0
0
0

therefore the VLAN ID is from 1 to 32. Shor Evanss
:::P.:ﬂlun
Port State Dot iate Mismaiches
Enabling this function allows the chosen port to = L
receive and forward the packets, and learns the e ek
respective source MAC Addresses. Flow Control J

This feature reports the Flow

Control setting of the port.
Enabling the Flow Control
function allows Half and Full
Duplex mode.

Figure 5.1-1 Configuration for Individual Port
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NOTE

It should be noted that if the CPU port (i.e. the switch port connected to the
management port) is disabled, the communication link between user and the
management system will be severed and the management cannot be proceed
further. So, disabling the CPU port will be rejected automatically by the
management system.

Click on the image to select a port or select from the ‘Choose Port’ field.
Select Speed/Duplex Mode.

Enter the rate for Broadcast Rate Limit field and set Port Priority as well as the
Port VLAN ID.

Choose either ‘Enabled’ or ‘Disabled’ for both Port State and Flow Control field.

Click on “Apply” button to make the configuration effective. Hit the “Save” button
if you are satisfied with the setting.
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NOTE

The screen is divided into two sections. The Port Statistics page displays the
detailed information about each port. Click “Refresh” button to view the
current port status of Compex SGX3226.
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512

VLAN Config

Compex SGX3226 supports Virtual LAN, which logically group the connection into
VLANSs for traffic isolation and security purposes. Both tagged and untagged based
VLAN are supported with a total maximum of 31 groups. Each VLAN group only
forwards traffic within its member ports. For tagged VLAN, each port can be a member
of more than one VLAN group and it also supports priority with eight levels. There is
also provision for creating a tagged VLAN which support a connection with a legacy
untagged VLAN. The VLAN configuration feature also allows you to build, delete and
view tagged/untagged VLAN groups and setting priority for tagged VLANSs. The range
of VID starts from 2 to 4094, inclusively, as VID 001 is the default for Group 1.

e o

Groupt-16 | Groug1 70 —z Nonemarber T: Tag Lk Untagged

GrespStsten V0 1234567 80 111213167100 475
1 _en D0 UUUDUUUUUUUUULUBUUULUULUUULY

Loy | S|

Figure 5.1-2 Setting Up of Static VLAN
1. Decide which Group you want to set for monitoring using mirror port. Click status
column for that particular group and key in the VLAN ID.

2. Next, click on the dashed line ‘-’ to select either ‘T’ for Tagged or ‘U’ for
Untagged.

3. Hit on “Apply” button after you satisfied with the setup. Click “Save” button to
update the latest configuration.

Chapter 10 on Page 81 will elaborate examples on the application on Tagged &
Untagged Virtual LAN.
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513 Trunk Config

Port Trunking is the ability to group together several switch ports to increase the
bandwidth between Compex SGX3226 and other switch. This is an inexpensive method
to increase throughput between switches (or to servers). We define the Port Trunking as
the ability to group a set of ports into a single logical link. The port trunk acts as single
link between switches. It does not create a loop even though it is physically connected
as such.

Port Trunking Setup

-z Non-trurk  T: Trunk Member

PortNumber 1 2 3 4 56 7 8 9 011213 14151617 181920 21 22 2324 25 26

oty | Save |

NOTE: Any port can be a trunk port. Mo o trunk ports can be set!

Figure 5.1-3 Port Trunking Setup

1. You can choose up to 4 ports for trunking by selecting *-* as ‘T".
2. Click on “Apply” button to make the configuration effective.

3. Click “Save” button to save the latest setting.

NOTE
If you select more than 4 ports for trunking, the following error message will
appear:
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4. Click “Ok” button and select the ports again.
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514

DHCP Config

The Dynamic Host Configuration Protocol (DHCP) provides configuration Parameters
to Internet hosts. DHCP consists of two components: a protocol for delivering host-
specific configuration parameters from a DHCP server to a host and a mechanism for
allocation of network addresses to hosts. DHCP is built on a client-server model, where
designated DHCP server hosts allocate network addresses and deliver configuration
parameters to dynamically configured hosts.

If you have set the TCP/IP protocol of your PC to dynamic IP address, the built-in
DHCP server will assign the DHCP Start IP Address and DHCP End IP Address
automatically to the PCs connected in the same network. For dynamic WAN [P, the
DNS IP address is obtained automatically from the ISP.
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NOTE

If you are running different DHCP servers on your network, you will have to
enable only one DHCP server to prevent any conflict in the network
addressing.
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IP Address

This IP (Internet Protocol) address uniquely identifies
the Gateway in the network. This is the IP address
that the users should point their Internet gateway to if
fixed IP addresses are configured on the computers in
the network. However, the DHCP Server will assign
this information if the computers are configured to
dynamically obtain IP addresses.

Subnet Mask

This is the Subnet Mask to identify the class of the
Gateway’s IP address. By default, Class C Subnet
Mask 255.255.255.0 is set. The users may configure
the network with Class A (255.0.0.0) and Class B
(255.255.0.0) Subnet Mask as well. In addition,
Compex SGX3226 can be configured for Classless
Subnet to support certain application.

DHCP Start IP Address & DHCP End IP
Address

These parameters specify the range of the IP address
of which the DHCP Server will assign.

Primary DNS IP Address & Secondary DNS IP
Address

DNS is an Internet service that translates domain
names into IP addresses. If your WAN connection is
using Static IP, you should configure the primary
and secondary DNS IP addresses with the DNS
information provided by your Broadband Internet
Service Provider. For other WAN connection types,
the DNS IP addresses is obtained automatically from
ISP. The “Always use these DNS servers:”
checkbox can be used to disable the automatic
process, and your preferred DNS IP addresses can
be used.

Figure 5.1-4

AT EeEr

DHCP Stan P Address
HCP End I Adiress

5 Alwiys use thesa ONS servers
Primary DNS 1P Address  F13 10 [0 [0
Secendary ONS 1P Addess [122 18 13 [

T Mways use delault Gateway:

Default Gatrway

192 16888 "'_"

ICP Sarve  Ensble 7 Disable
r gty | 'Sem |

|

DHCP Setup

DHCP Server

DHCP server dynamically assigns
IP addresses to the PCs connected in
the same network. DHCP comes
with a built-in DHCP server that
automatically assigns IP addresses,
DNS and Gateway information to
the computers connected in the same
network. It has been pre-configured
with IP address and Subnet Mask of
192.168.100.128 and 255.255.255.0
respectively.
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1. Enter the values for IP Address, Subnet Mask, DHCP Start and End IP Addresses to
individual fields.

2. You can check on “Always use these DNS servers:” to disable the function of
retrieving DNS IP Address automatically, so that you can enter your preferred DNS
IP Address in the Primary and Secondary DNS IP Address field.

3. Next, you can set DHCP Server to Enable if you wish to use the built-in DHCP
server of Compex SGX3226.

4. Click on “Save” button to save your configuration.

=z
o
-
m

NOTE

If your IP Address of the PC has set to “Obtain an IP address automatically”,
values in the fields will automatically appeared. Refer to “Configuration on PC
settings” on Page 19 for the configuration on the PC.

DHCP Active Leases

This section indicates the information of the PC whereby the IP addresses is
dynamically assigned to it in the same network. The expire time indicates the time
when the system needed to update the IP Address of that particular PC.

b L 1_.0......'%_1111 av.#f T

wewe ey
7 8 5 10 1113 18 MM 4

ST

DHCP Active Leases

DHCP Satup | DHCP Active Leases | DHCP Sewver Resenations
IP Address Host Name Hardware Address Expires time

Figure 5.1-5 DHCP Active Leases
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DHCP Server Reservations

DHCP Server can also be configured to reserve specific IP address for specific host or
Mac address.

A\

CAUTION
The reserved IP address to be assigned should NOT have the same Dynamic IP
address range as the DHCP Start and End IP address.

RN _u_ﬂuan' e

veeeer vevewe

Ll

DHCP Server Reservations
DHCP Setug | DHCP Actie Leases | DHCP Server Resenations

IP Address Host Name Hardware Address

w2ieess] [ O |

[asa] Aogy | ‘Sove |

Figure 5.1-6 DHCP Server Reservations

To reserve certain IP address for the specific workstation,
1. Enter the IP address in the field provided to be assigned to your designated PC is.
2. Give a Host Name of the designated PC.

3. MAC address of the designated PC to be filled in the Hardware Address field.
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NOTE

The DHCP server will ignore the Host Name if it finds a match in the Hardware
Address. It checks the Hardware Address first, so you need only to enter either
the Host Name or Hardware Address.

4. Click “Add” button to create an entry into the DHCP Server Reservations.

5. After the address is entered, click on “Save” button to save your setting.
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Keep on adding the IP Address onto it by repeating the procedures as mentioned
previously if you need more reservation.

£

L -
99 O sovvy veeEEw
T8 18 1113 18 1} 13 33 M

DHCP Server Reservations

DHCP Setuyp | DHCP Active Lesses | DHCP Server Resesvations
IF Address Host Name Hardware Address

9z16es8[ - -r-r.r.r

(A | olota | Apply | [Savs |

Figure 5.1-7 Adding New Records

Delete IP_Address in Server Reservations

1. If you wish to delete any of the IP Address stated on the screen.
2. Highlight that particular IP Address.

3. Click on “Delete” button and the IP Address will be deleted instantly!
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WAN Config

Compex SGX3226 is pre-configured as disabled. It can support Static IP, Dynamic IP
and also PPP Over Ethernet.

If you have chosen self-installation when you register for the broadband service, you
should first test the ADSL modem together with the logon account with your PC or
notebook. Make sure that it can connect successfully before attempting to run it with
CompexSGX3226. For simplicity and the purpose of illustrations, it is assumed that
LAN uses the IP address 192.168.100.xxx and Compex SGX3226 is using the same
settings as defaults.

However, if you have assigned a different IP address for Compex SGX3226, then use
the new settings in the setup procedures.

O saxme .z w2 : e
— é_‘_ll‘lt.a_ﬂ_n_u_nu
WANO Setup
War | Wanl | Wan2 | Wand
Wan Port 2 -I
Wan Type Digabled -
Wan 0 current status is disable!
[Sam|

NOTE: Changes mads will only take effect after rebooting.

Figure 5.1-8 Default setting of Compex SGX3226 for WAN Setup

1. Select a WAN port and then a WAN Type. Any one of the 4 WAN Types are
eligible to configure, depends on which Internet Service Provider you subscribed.
2. Click “Save” button to update configuration.

Details on various broadband Internet services can be seen on “Configuring Your
Wide Area Network” on Page 44.
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NAT Config

Network Address Translation allows an IP-based network to manage its public
(Internet) addresses separately from its private (intranet) addresses. With NAT, each
private IP address can be translated to a different public address, or multiple private
addresses can be aliases to a single public one. To accomplish this, NAT software
snoops both incoming and outgoing packets on the network. It modifies the source or
destination address in the IP header to reflect the mapping between internal and
external addressing for that network.

NAT functionality appears on Compex SGX3226 with low-level access to packets at

the network boundary. Several variations on NAT have also been implemented to
provide additional support for application-level protocols.

Defining Port-Forwarding Virtual Server

Port Forwarding redirects any incoming Internet request on the Public IP, based on its
TCP/UDP Port number to another computer in the Private IP.

Hence, when a user from WAN sends a request to your network, Compex SGX3226

(based on the Port—Forwarding configurations) will forward these requests to the
assigned PC.

When to use Port—Forwarding Virtual Server

When your ISP assign you with only one fixed Public IP address, and you want to
define the various servers (such as, FTP, HTTP, Netmeeting, Mail server etc) to
specific Private IP address in your LAN; hence, you can choose to host the servers by
using the port-Forwarding Virtual server.

Example, suppose that you have a FTP Server with an IP address of 192.168.168.41.
And your broadband ISP has assigned a Public IP address of 203.120.12.100 to the
gateway. To support a Web Server in your Private Network, you need to define an
NAT Static Port-based Entry to forward TCP port 21 (used by FTP) to
192.168.168.41. Every http://203.120.12.100 requests will then be forwarded to the
FTP Server.
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Static Port Setting (Port Forwarding)

Follow the steps shown below to configure Static Port.

1. Go to NAT function at the Command Window. Select the type of Server you wish

to configure as shown in the figure below:

TT1m Default T | Others v

Sratic Port Seting |

Default Type: | Cthess 'i

Private IP Address Protocol Ports Server Type

weiess[ [Tl [ [ S

4 nnnnn?ﬁ m&.—*

Private IP Add

NAT Static Port Based Setting
; 192.168.88[ |
Sefting | Edlenng Setling __I

NETMEETIMNG

TGP

[Add] seve |

Figure 5.1-9 Static Port Based Setting

2. Key in the Private IP Address.

3. Next, choose a transport protocol, either TCP or UDP, for the respective IP

Address.

The Internet makes two transport protocols available to its applications, namely
TCP and UDP.

Transmission Control Protocol (TCP) is meant for building a reliable
communications stream on top of the unreliable packet Internet Protocol (IP). TCP
is the protocol that supports nearly all Internet applications.

User Diagram Protocol (UDP) is a connectionless protocol that runs on top of IP
networks. UDP/IP provides very few errors recovery services, offering instead a
direct way to send and receive datagrams over an IP network. It is used primarily
for broadcasting messages over a network.
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Static IP Setting (IP_ Forwarding)

To set a static IP Address,

1. Enter a private IP Address, such as 192.168.100.20, in the field provided and click
“Save” button.

Please note that you must enable the NAT function in the Configuration window if you
are using a single IP address account (fixed static IP) and want to share this connection
on your LAN.

NAT Static IP Address Setting

Static Port Sefting | Static 1P Setting | Eilterng Seiting
[ Private IP  Public [P
19216888 0.0.0.0

san

Figure 5.1-10  Static IP Address Setting
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Filtering Setting

Compex SGX3226 allows Packet Filtering rules be defined based on three factors,
Source IP Address, TCP Port and Time. IP Packet Filtering examines the outgoing
packets and decides whether to bypass or to block them. After the Packet Filtering rules
have been defined, the users may select to bypass or to block the outgoing packets that

do not match the rules.

For example, assume that a rule has been defined as "TCP Port 23 (used by TELNET)
from any IP on any day at any time". If the “forwarded” radio button is selected, all
outgoing packets will be sent except TELNET session. If the blocked radio button is
selected, all outgoing packets will be blocked except TELNET session.

Click on Filtering section at the Configuration window and the GUI will appear as

shown:

(

Teweey FEVERY
7 N § 10 1113 18 30 11 13 33

Warmng: Incorrect

tatic Podt Sefting | Siatic IP Setling | Fillering Selting

«
AllTP packets will be = :’;;::::M except for those matching one or more of the follewing nales
Select to Rule P Destination Day of Time of
Edit Name Address(es) Partis) the Week the Day

NOTE: Please set system clack first! Otherwise, ignore the access time settings in the above rules!

pooy | | own | o] swe|

i BT

P33 438 LDMLWIrN

—

Filtering Configuration

configuration may cause undesirable behavior.

Figure 5.1-11

Adding Filtering Configuration

1. Select “Add” button and the screen will facilitate the users to add rules for IP

Packet Filtering.
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IP Address

Three values are possible for this
field: Any, Range or Single. If you
have selected Any, you may leave the
next two fields blank. If you have
selected Range, enter the range of IP
addresses in (From) and (To) fields. If
you have selected Single, you only
need to enter the specific source IP
address in the (From) field

Day of the Week

Two values are possible for this field,
Any or Range. If you have selected
Any, you may leave the next two
fields blank. If you have selected

Rule Name
IP Address

. —— Day of the Week

e}

CAaa e mwm ?ﬁl_"

e

IP Filter Configuration

Add a new rule

[re—
[fy = Destination Port Ay 5]
(From) 192 16888 From)[
(To) 192 168,88 (Ta)

Any ¥

(bl 00-23, e 00-5%)

rom) [ [ (havmm)
ao [ hmm)

Time of the Day

(From)
(Ta)

Apphy

Cancal

Range, enter the duration of the
weekdays in (From) and (To) fields.

Destination Port

Three values are possible for this field, Any, Range
or Single. If you have selected Any, you may leave
the next two fields blank. If you have selected Range,
enter the range of TCP port in (From) and (To)
fields. If you have selected Single, you only need to
enter the specific TCP port in the (From) field.

Figure 5.1-12

Time of the Day

Two values are possible for
this field, Any or Range. If
you have selected Any, you
may leave the next two fields
blank. If you have selected
Range, enter the time in
(From) and (To) fields.

IP Filtering Configuration

2. Enter the appropriate data in the respective entries for Rule Name, IP Address,
Destination Port, Day of the Week and Time of the Day.

3. Press the “Apply” button to add the new rule or “Cancel” button to discard the rule.

To save the rules, click the “Save” button.

To add new rules, click on “Add” button.

To delete a rule, select the rule on the Select to Edit column and click “Delete” button.

CAUTION

A\

You must synchronize the clock of Compex SGX3226 to your PC’s time for
the rules to execute accurately. Refer to “Set System Clock™ on Page 64 to

utilize the timing based function of Compex SGX3226.
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Chapter 6 Configuring Your Wide Area Network

This section explains how to configure Compex SGX3226 to distribute Broadband Internet Access to the
Wide Area Network.

If you have chosen self-installation when you register for the broadband service, you should first test the
ADSL modem together with the logon account with your PC. Make sure it can connect successfully
before attempting to run it with Compex SGX3226.

For simplicity and the purpose of illustrations, it is assumed that LAN environment uses the IP address
192.168.100.xxx and Compex SGX3226 is using the default settings.

However, if you have assigned a different IP address for Compex SGX3226, then use the new settings in
the setup procedures.

6.1

Selecting the Right connection for your Broadband Internet Service

Choosing the right connection type on Compex SGX3226 is important to ensure that you are
properly connected to your broadband Internet subscription. The following summarizes the type
of connection suitable for your broadband Internet subscription.

Static IP

This type of connection should only be used if and only if you have subscribed to fix IP or a
range of fix IP address from your service provider for your Cable Internet connection or Direct
Ethernet point.

Dynamic IP

This type of connection should be used if you are configuring Compex SGX3226 for your Cable
Internet service. Once powered on, Compex SGX3226 will request for an IP address, which will
be assigned by your service provider. Certain Cable Internet Service Providers require DHCP
Client ID to be passed in before an IP address is released. For such cases, you must configure the
System Config with a System Name equivalent to the DHCP Client ID. The configuration of
System Config may be found in “System Configuration” on Page 65.

PPP Over Ethernet (PPPOE)
This type of connection should be chosen for ADSL services that use standard PPP Over Ethernet
(PPPoE) for authentication.
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6.2  Setup on Compex SGX3226 for Broadband Internet Access

For such service, you should have the IP address info ready that is provided by your ISP before
proceeding.

1. Connect a crossover cable from the Ethernet port of Compex SGX3226 to your workstation.

Cable/ADSL Modem

(e ") mernet /

Workstation
SGX3226

Figure 6.2-1 Connection between Compex SGX3226 and modem

2. Connect an Ethernet cable from Ethernet port of SGX3226 to the ADSL/Cable modem.

As there are many different brands of broadband modems. Some broadband modems may
provide a straight-connect (MDI) Ethernet cable while some may use cross-connect (MDIX)
Ethernet cable.

For example:
Aztech Turbo 900 provides cross-connect (MDIX) cable while Alcatel 1000 ADSL model
provides straight-connect (MDI) cable.

3. Power on the broadband modem and wait for broadband modem to complete the initialization
process that may takes about 1 minute or more, depending on the brand and design of
individual modems.

4. Next, power on both your workstation and Compex SGX3226. The LNK/ACT LED should
light up, indicating the connection has established.

5. You may start to configure Compex SGX3226 before connecting to the Internet. Please refer
to “Configuration of Compex SGX3226 using Web-based Interface” on Page 25.

6. Once everything is checked, you can now access to the Internet.
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6.3  Configuring Static IP Connection

1.

3.

Go to WAN Config at Command Window, click on the pull-down menu from the WAN
Port field.

Next, select Static IP Address from the pull down menu at WAN Type field.
You may enter your IP Address, Subnet Mask and Gateway IP Address in the individual
fields. All these information can be obtained from your ISP/Network Administrator.

Click on “Save” button to update the data.

The WAN Setup screen shows a Static IP Configuration that allows you to configure your
Static IP connection to your ISP.

WanD | Wanl | Wand | Wan3

Wan Part [74

Wan Type StaticlP Address ¥

P Address b |

Network Mask ,EIE,D_
C TR

i

5.

Gateway |P Address Ii-_
o]

NOTE: Changes made will only take effect after rebooting.

Figure 6.3-1 Select WAN Type - Static IP Address
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6.4  Configuring Dynamic IP Connection

Compex SGX3226 is pre-configured with WAN connection using Dynamic IP. Hence, if you are
using Cable Internet, you do not need to configure the WAN connection.

However, if your account requires a DHCP Client ID in order to released an IP address, you may
need to configure the name of Compex SGX3226 with the DHCP Client ID issued by your ISP.

See the section on “System Configuration” on Page 65, and remember to enter the DHCP Client
ID issued by the ISP into the System Name field in the System Identity.

NOTE
If your computer is not able to resolve any web site, please verify that your DNS
entry of the computer has been defined correctly.
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6.4.1 How to configure Singapore Cable Vision (SCV) Service
SCV provides Dynamic IP address connection service. Assume that your SGX3226 is
not in the Dynamic IP setting, please follow these procedures to change to the
appropriate WAN type.
1. Goto WAN Config. Click on the pull-down menu from the WAN Port field.

2. On the list of other WAN types selection, select Dynamic IP Address and hit on
the “Save” button.

WANO Setup
Ward | Wani | Wan2 | Wand
Wan Pan nE
Wan Typa Dynamic IF Address 'I
IP Address 0000
Hetwork Mask 2352552550
Gateway IP Address 00010
Primary DNS 0000
Secondary DNS 0000
=8
NOTE: Changes made will only take effect after rebooting.

Figure 6.4-1 Dynamic IP Address —for SCV broadband provider
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6.4.2 How to Configure @HOME Cable Service

Many broadband services require a simple DHCP request for connection. Two such
cable services are Optus@Home and Roger@Home.

To configure @HOME Cable Service,

1. Follow the steps stated in “Configuring for Singapore Cable Vision (SCV) Service”
on the previous section.

2. Next, click on System Config at the Command window under the SYSTEM
TOOLS menu and enter the required entry as shown.

System Name

You can obtain this information System Configuration
from your ISP.

System Name ISE‘%BZE‘E

System Location [ur-kno-\m

System Contact and Location A ——
You may leave it as it is or fill in
your ISP contact and location
information. They are for your
future reference only.

System Contact  [unknown

Product Hame mﬁ swich

1P Address (8 e (T
Subnet Mask I EE

Zo | son

Figure 6.4-2 System Identity

3. Click on “Apply” and then “Save” button to set the System Configuration.

4. Reboot your device.
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6.5 Configuring PPP over Ethernet Session (PPPOE)

For Broadband service providers such as Pacific Internet Broadband and SingNet Broadband, you
have to select the PPPOE WAN configuration. This includes Germany who are using T-1
connection.

NOTE
Certain ADSL Internet subscriptions require Service Name to be specified in
order to establish a PPPoE connection.

=z
o
-
m

(o)}

5.1 How to Configure SingNet, PacNet &QALA DSL Broadband

This procedure assumed your ADSL modem and PC/notebook is working with the
logon account from SingNet, Pacific Internet or QALA DSL broadband service, and
necessary hardware connection has been established (refer to Section 6.2 on Page 45),

NOTE

If you have chosen self-installation when you register for the broadband
service, you should first test the ADSL modem together with the logon
account on your PC. Make sure it can connect successfully before attempting
to run it with Compex SGX3226
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1. Go to WAN Config. Click on the pull-down menu from the WAN Port field.
2. Click on WAN Type option and select PPP over Ethernet.
3. Click “Save” button to update your configuration.

Now, you may activate the Internet Explorer and start surfing the net.
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The WAN Setup screen below shows PPPoE configuration that allows you to
configure your ADSL Internet subscription.

o T —
o | a”t__i_‘l__'_g_uu.uu.iF’ = Tl

Username and Password Ll e el .
The information is given by the

Internet Service Provider. WANDO Setup

Q| Wanl | Wan2 | Wan3

Service Name - - T ol

Certain ADSL Internet subscriptions Wan Type [FFF over Ehemet =]
require the user to enter the service Usarname [ezemame

name. You may enter the service name Password =

for your ADSL Internet subscription. Service Name [

Idle Timeout (503600, 0:Disable) 0 seconds
) ) Status. Dhscomnected Connect

|d|lng_TImeOt_lt ) 7 1P Address 0.0.0.0

Idle Timeout is the count down time Gateway IP Address 0.000

to cut off the broadband connection Primary DNS 0.0.00

when there is no traffic passing Secondeny D85 000

through the WAN port i.e. when there .

is no more activity at the WAN port =]

after all your PCs are turn off. NOTE: Changes made will only tike effect after rebooting.

Figure 6.5-1 WAN PPPoE Configuration
NOTE
NOTE For Singapore users should follow the format below to enter their usernames:

Pacific Internet Broadband:username@pacific.net.sg
SingNet Broadband:username@singnet.com.sg
QALA DSL :username@qala.com.sg

To connect to the Internet service, you can easily do so by clicking on the “Connect”
button. When the connection is established, the status appeared on the screen will
indicated as connected.

Please note that before you click on the “Connection” button, make sure you have
connected the broadband modem to Compex SGX3226’s remote port. The cable
connection is good when the indicating light for the LAN on the broadband modem and
the remote port on the switch is lighted up.

Click “Disconnect” button to terminate the Internet connection immediately.
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Chapter 7 Advanced Configuration for Compex SGX3226

In this chapter, you can understand how the configuration on Spanning Tree Protocol (STP) was easily
done. Compex SGX3226 implements Internet Group Multicast Protocol (IGMP) function which forwards
multicast traffic intelligently. In fact, Simple Network Management Protocol (SNMP) is also introduced
to provide a standard mechanism to monitor and control network devices.

7.1  STP Config

Spanning Tree Protocol is a link management protocol that provides path redundancy while
preventing undesirable loops in the network. For an Ethernet network to function properly, only
one active path can exist between two stations.

Multiple active paths between stations cause loops in the network. If a loop exists in the network
topology, the potential exists for duplication of messages. When loops occur, some switches see
stations appear on both sides of the switch. This condition confuses the forwarding algorithm and
allows duplicate frames to be forwarded.

7.1.1 STP Port
When Compex SGX3226 first powers up, all bridges will declare themselves to be the
root. The one with the lowest priority will be the root. The bridges will stop advertising
themselves and use the BPDUs of the root bridge.

During normal operation for Compex SGX3226, the ports are either forwarding or
disabling.

In a forwarding state, the network can send and receive frames which takes about 50
seconds for a port to go from disabling to forwarding.

In a disabling state, the port is not forwarding frames, but will receive the BPDUs.

Active ports which can forward frames on the root bridge are known as designated
ports.
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: Ty
13 430 nunwwns -~
-1 S
Spanning Tree Port Parameters
Bridge Port STP Port | SIP Bridge
This option shows the port of || Bridge Pore Path Cost  Prioity n"‘é?:‘“ Designated Bridge De*};‘wﬂn di e
the brldge that connects to the 0 0.000000000000 0.00 Forwarding
root bridge. 0 0000000000000 0.00 Forwarding
0 0000000000000 0.00 Disabled
0 0000000000000 0.00 Disabled
Path Cost 0 0,000000000000 0.00 Disabled
This option sets the Spanning 0 0.000000000000 0.00 Disabled
Tree path cost for this port. A g Eﬁﬂﬁﬁﬂmﬁﬂ 2:2 ﬁ::‘:
3 e
|9W5r path _C‘-?St represents 0 0,000000000000 0.00 Disabled
higher transmission speed. 0 0000000000000 0.00 Disabled
a 0.000000000k000 0.0g Dhzabled
a 0000000003000 000 Dizabled
priorty SO oo B o i
. CTWars
T_he hlgl‘.ler' the number has 0 0,000000000000 0.00 Disabled
higher priority. 0 0.000000000000 0.00 Disabled
a 0000000000000 (H1) Dizabled
o 0.000000000000 () Dizabled
o 0.000000000000 oog Dizabled
1] 0.000000000000 0.00 Disabled
o 0.000000000000 000 Digabled
o 0.000000000000 000 Digabled
1] 0000000000000 o0o Duzabled
23 19 128 a 0000000000000 (R[] Dizabled
4 19 128 1] 0000000000000 o0n Digabled
25 4 128 0 0000000000000 0.0 Dhgabled
26 4 128 o 0.000000000000 0.00 Dizabled
_Ratveth | Aoply | [Seve |

Figure 7.1-1 Setting of STP Parameters

1. Select one port from 1 to 26 to connect to the root bridge.

2. Key in the value for Path Cost (from 1-65535) and set the priority level (0-65535).
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7.12 STP Bridge

Spanning-Tree Protocol defines a tree that spans all switches in an extended network. It
forces certain redundant data paths into a standby (blocked) state. If one network
segment in the Spanning-Tree Protocol becomes unreachable, or if Spanning-Tree
Protocol costs change, the spanning-tree algorithm reconfigures the spanning-tree
topology and reestablishes the link by activating the standby path.

Spanning-Tree Protocol operation is transparent to end stations, which are unaware
whether they are connected to a single LAN segment or a switched LAN of multiple
segments.

This section shows how configuration is done in Spanning Tree parameters.

STP State

When STP is enabled, it will dynamically detect
network looping owing to mis-configuration of
the network topology. The redundant connectors
will be disabled to avoid looping of packets.
Looping would often result in flooding of

broadcast packets, halting the normal traffic. ST P | STP Bedge
Bridge Paramelers
STP State

Spanning Tree Bridge Configuration

canble ¥

Root Priority | eriy fm peesn
The priority of the switch is currently acting as the |— Helle Time E sec (190
root. The bridge with the lowest value has the T

highest Spanning Tree priority level and is related Hold Time
as the root. Curren! Spanging Tree

Designated Aost 0000000000000 Reoat Path Cost o

Root Part Max Age Osec
Hello Time /== s o
The Hello time of the Spanning Tree field shows i S e
the number of seconds between the transmissions
of spanning Tree protocol configuration messages. e e
Forward Delay J j
The Forward Delay field shows the number of
seconds a port waits before changing from its Max Age
Spanning Tree Protocol learning and listening The maximum age time of the spanning tree
states to the forwarding state. This wait is shows the number of seconds the bridge waits
necessary so that other switches on the network without receiving Spanning Tree Protocol
ensure no loop is formed before they allow the configuration messages before attempting a
port to forward packets. reconfiguration.

Figure 7.1-2 Configuration for STP Bridge
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1. Select Spanning Tree state option and set Root Priority from 0 - 65535 s, and
Hello Time from 1 - 10 s.

2. Key in the Forward Delay Time, Maximum Age and Hold Time.

3. Click “Apply” button and save to update your configuration.

NOTE
The screen is divided into two sections. Current Spanning Tree Root section

displays the read-only Spanning Tree settings for the current root switch and
the parameters this switch is to use when it becomes the root switch only

when you click on “Apply” button.
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7.2 IGMP Config

Internet Group Management Protocol (IGMP) is an Internet protocol that provides a way for an
Internet computer to report its multicast group membership to adjacent routers. It allows
Compex SGX3226 to forward multicast traffic intelligently. The switch "snoops" the IGMP
query and report messages and forwards traffic to only the ports that request the multicast traffic.
This prevents the switch from broadcasting the traffic to all ports and possibly affecting network

performance.

The membership of a host group is dynamic - hosts may join and leave groups at any time. There
is no restriction on the location or number of members in a host group. A host may be a member
of more than one group at a time. A host need not be a member of a group to send datagrams to it.
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Host Group Addresses

Host groups are identified by class D IP
addresses, i.e., those with "1110" as their high-
order four bits. Class E IP addresses, i.e., those
with "1111" as their high-order four bits, are
reserved for future addressing modes.

In Internet standard "dotted decimal® notation,
host group addresses range from 224.0.0.0 to
239.255.255.255. The address 224.0.0.0 is
guaranteed not to be assigned to any group, and
224.0.0.1 is assigned to the permanent group of
all IP hosts (including gateways). This is used to
address all multicast hosts on the directly
connected network. There is no multicast
address (or any other IP address) for all hosts on
the total Internet. The addresses of other well-
known, permanent groups are to be published in
"Assigned Numbers".

Figure 7.2-1

To activate IGMP function,

20255255250

1. Select “enabled” in the IGMP state field.

2. Click on the radio button to select the version for IGMP.

3. Hiton the “Apply” button and save your setting.

Definition on IGMP v1.0 and v2.0

For IGMP v1.0,

The Internet Group Management Protocol (IGMP v1.0) is used by IP hosts to report their host
group memberships to any immediately neighboring multicast routers. IGMP is an asymmetric

IGMP Management

protocol and is specified here from the point of view of a host, rather than a multicast router.
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NOTE

Note: IGMPv1 has no leave mechanism. If a host no longer wants to receive
NOTE S . o .
— the traffic, it simply quits. If it is the last, the router will not have any
= answers to its query and will delete the GDA for that subnet.
For IGMP v2.0,

IGMP v2.0 allows group membership termination to be quickly reported to the routing protocol,
which is important for high-bandwidth multicast groups and/or subnets with highly volatile group
membership.

Multicast routers use IGMP v2.0 to learn which groups have members on each of their attached
physical networks. A multicast router keeps a list of multicast group memberships for each
attached network, and a timer for each membership. "Multicast group memberships" means the
presence of at least one member of a multicast group on a given attached network, not a list of all
of the members.

When a host receives a General Query, it sets delay timers for each group (excluding the all-
systems group) of which it is a member on the interface from which it received the query.

When a router receives a Report, it adds the group being reported to the list of multicast group
memberships on the network on which it received the Report and sets the timer for the
membership to the [Group Membership Interval].

When a host joins a multicast group, it should immediately transmit an unsolicited Version 2
Membership Report for that group, in case it is the first member of that group on the network

When a host leaves a multicast group, if it was the last host to reply to a Query with a
Membership Report for that group, it SHOULD send a Leave Group message to the all-routers
multicast group.

56




Chapter 7

Advanced Configuration for Compex SGX3226

7.3 SNMP Configuration

SNMP is a communication specification that defines how management information is exchanged
between network management applications and management agents.

You can manage Compex SGX3226 using an SNMP application if the switch and the application
contain the same community string. Use this page to set or modified the SNMP configuration
parameters. The Community String settings in this page provide different levels of access for

SNMP management applications.

Read Only Community String
The Read Only Community String is used
for in-band read-only SNMP operation.

Read Write Only Community String
The Read Write Only Community String
is used for in-band read-write SNMP
operations.

Figure 7.3-1

Trap Sefling

ra

1

[P TSP ey

-_'n_:_:qla_.'u_auunF‘_ =

ey SV

SNMP Management

SHMP State: enable =
Head Only Community String: prublic
Raad Write Community String: publec

Commusnity

Saring

fpubic

1P Address

0.000
0000
0000
0000
0000
0000
0000
0000

State

chsable
disable
<hinakle
hisakle
isable
chsable
dasable
dasable

1. Select “enable” or “disable” for SNMP State.

Configuration for SNMP Management

2. Type in either “Public” or “Private” for both Read-only Community String and Read-

Write Community String.

3. Choose the Trap Setting from 1 to 8 and enter the IP Address and Subnet Mask correctly.

4. From the State field, select either “disable” or “enable”.

After clicking “Apply” button, the changes will appear on that particular data row. To save your

configuration, hit “Save” button.
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7.4

Port Security

Of all 26 ports, some of the ports may need to assign to the specific port. In order to fulfill this
act, MAC Address should be added to that particular port. This is to restrict other users from

using the static port. A port can accommodate

up to 20 MAC Addresses.

i

Tewwwy FERVEY

Port 1 Security

Choose Port:[1 =
M Mae Addrwas Mae Address Lis
R At |
(Arcammadate g to 20 MAC Address per port) Deii— |
i)
L]
NOTE: Add il arely take offe i

Figure 7.4-1

Input MAC Address for necessary port/s

1. Select the port that you want to add in the MAC Address.

2. Key in the MAC Address in the field provided, e.g. 00-80-40-E8-85-12, and click “Add”

button.

The system will then add in the New MAC Address into the listing on the right side of the screen.

.‘_' A‘Jl JJL
Port 1
Choose Port: [T =]
New Mac Address
-r-r-r-r-r

(Arcommaodate up te 20 MAC Address per pet)

'xn-uu'uunun S

R LTI TR TTTTE

Security

Mac Address List

=

NOTE: Add mac address will only take effecs after rebooting!

Figure 7.4-2 Adding MAC Address
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To delete MAC Address/es

If you want to delete MAC Address/es, simply
¢ Click on “Del = button for single MAC Address, or

+ Hit on “DeleteAll” button to delete all the MAC Addresses.
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7.5  MirrorPort Config

751 Using Mirror Port to monitor Traffic

This function allows you to set up a ‘mirror’ port of any specified port/s or VLAN, such
that you can monitor the traffics of the monitored port/s or VLAN without intervening
them. In effect, the traffics on the monitored port/s or VLAN are replicated on the
mirror port that you can use a protocol analyzer to analyze the traffic for specific
problem.

= i HF' e
.iﬂ . Ll

¥

o
L .L_J.uj.-l_l J..LJ..I.l{
Mirror Port Setup

— NoawMiroe  T: Mirmored Marmber

MimorPort1 234 567 89 WNR2BUBETBENNDANSS
T TTTTTTT=T====mmeeeemmmem==

Loty [Save |

Figure 7.5-1 Setting of Mirrored Member for Mirror Port

1. Select one Mirror Port.

2. Click on the dashed line ‘=" on that particular port if you want to select it as a
Mirrored Member (T).

3. Hiton “Apply” button after you are satisfied with the setup. Click “Save” button to
update the latest configuration.
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7.6 Aging Control

Aging control is for the aging of address entries in the switch’s forwarding table. If the aging
control is enabled, a learned address entry (not include the static entry) will be removed from the
forwarding table if there is no update within a pre-determined period (1 ~ 128 seconds). It is
useful because the resource of the forwarding table is limited. Enabling the aging control will not
influence packets forwarding, for that the packet is forwarded to all other ports when the
destination MAC address cannot be found in the forwarding table. If the aging control is disabled,
all address entries will not be removed.

Aging Control of Address Entries

Aging Control: & Enable © Disable

Maximum Age of Address Entries: |EU x5 Seconds (1-128)

[l | Seve |

Figure 7.6-1 Address Entries for Aging Control

1. Select “Enable” from the Aging Control option.

2. Enter the Maximum Age of the Address Entries. If the aging control is enabled, enter an
integer from the range of 1 to 128 as the maximum age of address entries. If the aging control
is disabled, this step can be skipped.
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7.7  Address Search
7.7.1 Host Search

Host Search is for searching a host by IP address on the network, and getting the port
number to which the host is connected. It is useful while configuring the VLAN. With
this function, you can easily detect the port at which a host is connected to, and have an
idea about which ports should be included in a VLAN.

Host Search

Host Search | MAC Address Seach

Host IP Address

E o il

Search

Figure 7.7-1 Searching of Host

1. Enter the Host IP Address.

2. Click on “Search” button and the result will displayed as shown:

Search Result

The Host Address 15216888 250 was found |
MAL Adde; DDEDIR HeOTT

aye 0

static : 1

mirnes 10

BCRU 0

(=2 R}

pon:0

Figure 7.7-2 Final Result
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7.7.2 MAC Address Search

This feature helps to look for the particular MAC Address stated in the field, which
provides a useful way while configuring the VLAN. The system will search through the
device for the port’s ownership of that particular PC.

MAC Address Search

AL Addinss

[t el i
| Snarch

Figure 7.7-3 Searching of MAC Address

1. Enter the MAC Address in the field provided.

2. Click on “Search” button and the system will show the result.
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Chapter 8 Using SYSTEM TOOLS Menu

8.1  Set System Clock

It is recommended that you configure Compex SGX3226’s timer to synchronize with your PC so
that you can utilize the time-based functions.

NOTE

To manage and utilize the timing based functions provided in Compex SGX3226,
(such as the Filtering functions), you MUST set its clock to synchronize with your
managing workstation.

=z
o
-
m

1. Access to the System Clock function at the Command window.

2. Key in the appropriate time zone and click “Apply” button.

System Clock

Cumrent time: 2002 ."E'T .rrEF "U? :E2T‘ :IE-

Byyy'mmidd hhimmss)

o]

Figure 8.1-1 Synchronizing Compex SGX3226’s timer
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8.2  System Configuration

This is an easy access in configuring the system. You can configure IP address, Subnet Mask or
Default Gateway of the management board in Compex SGX3226. It is likely that several VLANs
are on the single switch, and each VLAN can be regarded as an independent network, so their
network addresses may be different.

3.

4.

O saxszze s s e T e T s gt e
bl ':_:aqnl'l_n_unnn?.:"_ =

!.'J.JAJ. . lJ. J.J_.J.+{II- .

System Configuration

System Name o

System Location  [unknown

System Contact  [unknown

ProductName  [BGoazs wmch
1P Address sz [rés . [ioa . izs~

Subnet Mask ﬁﬁ‘ 'ﬁ_ rZ‘_S- 'D—

) |

Figure 8.2-1 Configuration for the system

Give a description for the System Name and System Location of Compex SGX3226.
Key in the System Contact information and describe the Product Name of the switch.
Enter the IP address and Subnet Mask.

Click “Apply” button and save the setting.

Upon making amendments on this page, the screen will appear a message, “Reboot the switch?”.
Click on “Yes” button to take effect on the changes.

Click on “Logon” button again if you still need to access to Compex SGX3226 web page. This
cannot apply to the changing of IP Address!

CAUTION
A After changing IP Address of Compex SGX3226, the system will not lead

you to log in to the web page after you have clicked “Logon” button.
Instead, a page error will display on the screen, stating “The page cannot
be displayed”. Enter your NEW IP Address to login to the web page again.
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8.3  System Information

System Information displays the necessary data about the management system.

System Information
System name i SGH3226
system information .Smm contact .lmknow
System inullnn unknown
System Up Time 0 months 0 days 022416
update information Flrmware Version |5GX1.10 Bl 1404, Apr. 5 2002
Console baudrate 32400
[ MAC Address 00-80-48-11-11-11
Managemant port information 1P Address 192.168.100.128
Network Mask 255.255.255.0
[Thermal Momal
| Chassis Fan Mormal
e |cPU Fan Mormal
Power Hormal
| Buzzer Alarm Off
R.e.du;an.nl I’a-wnl Supply | Mot Present

Figure 8.3-1 Detail Information about the system
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8.4

Change Password

This option allows the System Administrator to amend the current password.

= : SIS B
L33 438w wr

‘;_:-EL111¢L4_LL111L4
T 8§18

Lf

Change Switch Password

Current Password |“"""'
HNew Password I"‘"“"‘
Confirm Password |""'""‘

Figure 8.4-1 Password Changing for System Administrator

Type in your current password.
Enter your new password.
Enter the new password again for confirmation.

Click on “Change Password” button to activate the new setting.

The system will alert you that the password has changed successfully.

Figure 8.4-2

System Messages

The password has been changed.

[rena|

System Message showing password is successfully changed.
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8.4.1 Forget your password
You can simply reset the password through Hyper Terminal.
1. Inthe Hyper Terminal environment, switch OFF and ON Compex SGX3226.

2. When “Press ENTER to stop auto-boot ...” message appear on the screen, hit
“Enter” key on the keyboard within 5 seconds.

3. Upon seeing the word - “Password” appeared on the screen, press “F4” button to
start resetting.

4. Next, the screen will display " Default password restored successfully”. This
indicates that the system has successfully reset the password to default setting.

Elo & Yow (i Ducle Hep
D] v
trunk--Trun ement Commands =
trunk show
trunk set <portl> [port2] [port3] [porté] [-atli-at@l [-sai-sadal

tp--Stp M. t Command:
= stnnln:rI‘uFﬂ .

snap--SHHP M, ent Commands
snmp [onjoffl

Command>sys show ip
Admin.

Oper. Destination
Ifname State State IP Address Netmask Broadcast Addr
LAN Enabled Up 192.168.100.128 255.265.255.0 192.168.100. 255

Command:sys reset systes

reset system will cause unsaved configuration lost,
do wou want to continue (w/n)7w

Attached TCP/IP interface to sgufnd unit @
Attaching interface loB. . done

=+ SGK3226 Loader Version 1.03 +
= Copyright [C} Compex, Inc. =

W COMDEX . COM. 59
WM CO . CON -

gress ENTER to stop auto-bool ...

Password:

Default password restored successfully
Password:
Correctea 107,46 et oot BR0BHT [

Figure 8.4-3 Password successfully reset

5. Type in the default password, which is “password” to login.

Simply change your password using Hyper Terminal by typing the command (use
“help” command to view the command listing)

password new password  and hit the "ENTER" key.
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Otherwise, when done, type the command - reboot to restart the switch to normal
mode.

The following commands can be seen in the screen when help command is activated:
Start start firmware

Reboot reboot system

Password change user password

Update update firmware through FTP

Update update firmware through COM
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8.5  Upgrading Compex SGX3226 Firmware

You can simply download the newer version Firmware from http://www.compex.com.sg. Here,
you will find links that allows easy access for upgrading of future release of updated Firmware.

To check your current Firmware version, click "'System Information” on Page 66. After

downloading the firmware, saved it into your hard disk.

omn‘_‘:=l$ sl i ——
v ] ‘.l_il.ll..ll_ﬂllﬂ'ltpy -

TSy PV
PR TR T TG E T

Firmware Upgrade

Upgrade Finmware (path and file name)

| [Bowsn. |
Upgrade
il

Figure 8.5-1 Upgrading of Firmware

1. Click “Browse” button to select the file where you have just saved and ‘Choose file’ dialog
box will appear, prompting you to select the file to upgrade the firmware:

Look int I_'j My Documents ll EI _@J gl @I
1 13
Flename:  [viworks Open 1

Fles of type: [ Al Files ) 4| Cancel I

Figure 8.5-2 Select a correct file
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2. Click “Upgrade” button to start replacing the latest Firmware revision.

Firmware Upgrade

Upgeade Famswnre ([path and il anme)

oMy Documperitods G Hiowan
[ Upgmdn
Help

Figure 8.5-3 Confirm the respective file from the directory

The system will prompt you to reboot Compex SGX3226.

3. Click “Yes” button to restart the device.

Reboot Swifch
Reboot the Switch?

Yes

Figure 8.5-4 Confirmation on restarting Compex SGX3226

Log on to the web site after 30 seconds if you still need to do some configuration on Compex
SGX3226.

System is rebooting, please wait 60 seconds to log in again.

Logon |

Figure 8.5-5 Re-log in to Management Switch
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8.6  Save or Reset Settings

The Save and Reset Settings allow you to execute the amendments or reset to the default setting

of Compex SGX3226 configuration.

123 4358 e
X 3.1

Mm;m..lmj_
vy P -
7 8§ 10 1112 19 301 1213 N

Restore the Switch's fi ion (path and file name)

B

Switch Settings

Save the Switch’s current configuration
|

Backup the Switch’s configuration
Backup

Erase the Switch’s configuration and restore its factory default settings

Browse... I

Festore |

Clear and Reset

[hei

Figure 8.6-1 Switch Setting for Compex SGX3226

8.6.1 Save

By clicking “Save” button, you will save all the changes made from Compex
SGX3226. You need to reboot the switch to ensure that the profile is updated correctly.

System Messages

The system

conflguration has baes saved succossfully.

|

Figure 8.6-2

Message prompt by System
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8.6.2 Backup
This option allows you to backup the switch’s configuration into a file.

1. Click on the “Backup” button and the system will prompt you to either open the file
or save it to disk.

2. Select the radio button to “Save this file to disk” and click “OK” button.

File Download E
“You have choten to download a e from thes location
router.cfg from 192.168.88.250

‘What would you ke to do with this fle?

" Open this fle fiom its cument location

& Save s o G

I | AL st Beeices enening il (e of fre

[k ] conced | Moo |

Figure 8.6-3 Save file to your PC

The system will then prompt you to save switch.cfg to a destination.

3. Select a folder that you want to save the file and click “Save” button to proceed.

SWQ_in:I-.ﬁ My Documents LI EI @I gl

File name: ]switch Save

Save as lype: ].clg Document _ﬂ ﬂl/
Z

Figure 8.6-4 Save downloaded file to selected folder
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4. After downloading process has completed, the following message will appear. Click
“Close” button if you do not want to view the downloaded file.

Download complete E=

@j Download Complete

Saved:

router.cfg from 192.168.88.250

L LT LTI}
Downloaded: E.76 KB in 2 sec

Download to: C:AWINDOWS\Desktophrouter.cfg

Transfer rate: 338 KB/Sec

I” [Close this dislog box when download completes

Open | Open Folder H Close I

Figure 8.6-5 Completion of Downloading

8.6.3 Restore

1. Click “Browse” button and select the file that you want the system to restore back
the configuration.

Lock jr Ij My Documents | @I gl

File name: ]switch Dpen |
Fies of ype:  [A Files -] =l Concel |
o

Figure 8.6-6 Select file to restore back the configuration
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2. Click “Restore” button to start the process.

Switch Settings

Save the Switch’s current configuration
Save

Backup the Switch’s configuration
Backup

Restore the Switch’s configuration {path and file name)
|O\MyDucumenls\sww(ch.|:iq { Browse... |

Erase the Switch's configuration and restore its factory default settings

Clear and Reset

Help

Figure 8.6-7 Confirm directory of the respective file to restore the configuration

3. The system will request you to reboot Compex SGX3226. Click “Yes” button to
restart the switch.

Reboot Swifch
Reboot the Switch?

Yes

Figure 8.6-8 Confirmation for restarting the switch

4. Wait for 60 seconds and the system will automatically return to the Login Web
page, prompting you to enter password again.
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System is rebooting, please wait 60 seconds to log in again.

Logon |

Figure 8.6-9 Rebooting in progress

8.6.4 Clear and Reset

By clicking this option, you will restore Compex SGX3226 to factory defaults. And
you will have to re-enter all the configuration information to our network.

1. Click on “Clear and Reset” button. The system will prompt you to choose whether
you want to reset the configuration data.

2. Click “Yes” button to proceed and the system will automatically reset the IP
address to factory default, which is http://192.168.100.128

Reset Configuration Data

Do you really want to contmue?

oo ]

Figure 8.6-10  Confirmation on resetting the data

3. Click “Logon” button if you want to make some more changes.

switch's IP address has been set to the factory default 192.168.100.128.
Your workstation's IP address may need to be changed.

System is rebooting, please wait 60 seconds to log in again.

Logon |

Figure 8.6-11  Logon again
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8.7

Message Window

This window will list out the action/s taken while doing configuring. It helps you to dig out the
history of various action/s.

wndow - Miciosolt Inlernet Explores - 15] =]

Message Window

* Filtering config : Added a filter rule successfully.

* DHCP confiy: Applied parameters accepted,

* DHCP confiy: Applied parameters sccepted,

* DHCP config: add dhop reservation antry successhislly,

= DHCP eonfiy: add dhep reservation entry successully,

* DHCP config: add dhep reservation entry successilly,

* DHCP confiy: Applied parameters accepted,

* DHCP config: add dhep reservation antry successfully.

* IGMP Config has been changed suceussfislly!

* IGMP Confiy has been changed successfully!

* |GMP Config has been changed successhully!

* IGMP Confiy has been changed successfully!

* IGMP Confly has been changed successfully!

= SHMP config has been ehanged succossiully!

= SNMP config has been changed successally!

* Port 1 security: Specified Mac address has bron added successfully!
* Pont 1 security: Specified Mac address has boon addod successfully!
* Miror Pont config has been changed successfislly

* Host search: The Host 198.168.58.120 was not found |

* MAC search: MAC Address 00 80e2 23-ab-14 was not found!

Sovais | [Cioda | [Closi |

Figure 8.7-1 Listing of actions

To save all your actions, click on “SaveAs” button. The system will prompt you save your file in
your preference location.

Save HTML Document (7] %]
Saveju | 2) My Documents EHniEE .

[Cmeann 1 Linus Canun Pkt

|1 Baryan COMslanmandos  CIMw3 11 CRp

|1 Disk1 CMslanmanos2 (1 Nwidxa312 Cdsen

|- Dasadi CIndis2 CaNwsn 3 ity

|1 1l I Ndis3 1 Pathwark w11
|1 Lantasts Nt ClPents (3 win2000
4] | |

File name: |Msgwindnw Save I
Cancel

Save astype: [HTML File " him:" htm]

=
Bl

Language: I

Figure 8.7-2 Save your document

Click “Save” button to keep a copy of your document.
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8.8  Reboot Switch

Rebooting of Compex SGX3226 is required after changes are made in the configuration or
setting.

- s LNUACT  Taagaf? B":'
O . “men J
123 4368 13 14 15 16 17 18
= —

0
Teweww VW e
7 8 9 10 1112 1% 2011 212 1) 24

Reboot Switch
| Eeboot the Switch?

Yes

Figure 8.8-1 Rebooting Compex SGX3226

4. Click “Yes” to reboot the switch. The system will prompt you to logon again after 30 seconds
to see the effect:

System is rebooting, please wait 60 seconds to log in again.

Logon |

Figure 8.8-2 Rebooting in progress
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8.9  Logout
By clicking “Logout” button, you will get a logout GUI as shown below.

Alternatively, you can log in again into the web-based browser via http://192.168.100.128 or the
new IP address, which you have assigned to the switch.

: ﬁ" e :III
123 45 8 11415 WY
s - =

-
O s6x3226 ' i e imsct

3 <y
WYY Ve
7 8 9 10 1112 18 5

Management session was suspended. Please log in again.

Logon

Figure 8.9-1 Logon to the system if amendments still needed

NOTE

If you changed a new IP Address for Compex SGX3226, the system will
NOT automatically changed to the new IP address after you click on the
“Logon” button.
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-
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Chapter 9 Using HELP Menu

9.1  Technical Support

For more information on technical support, click on “Technical Support” in the HELP menu.
Here, you can refer to the respective technical group supported by Compex in the different
countries as shown below:

Support Information

For techmical support emadl to: supporti@icompes com sg
For updates connect to the followmng Web Sites:

hitspffwrarw cpx com
hittpffwarw compex com sg

Regional Technical Support Centers
TS.A, Canada, Latin Amenica and South Amenca
Compex, Inc
4051 E. La Pabma, Unst A
Anaheim, CA 92807, USA
HotLme - +1(714) 630-7302
Fae: +1(714) 630-6521

Europe
ReadyLINE Networktechnology GmbH
Albert Enetein Strazes 34 /M21
63322 Rodermark, Germany
HetLme - +49 (0) 6074-92017
Fax - +49 (1) 6074-90668

Asia, Australia, NewZeland, Middle East and the rest of the world
Compex Systems Pre Ltd
135, Joo Seng Road, #03-01,
PM Industrial Bidding
Singapore 368363
HotLime : (65) 6286-1805
Fax : (65) 6283-8337

Figure 9.1-1 Technical support Information
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Chapter 10 Application on Virtual LAN

10.1 Description on Untagged VLAN

In an untagged VLAN application, you can assign a group of ports within a switch as members of
a specific VLAN. Data traffic would be confined within the member ports. In this way, devices
connected with the switch can be partitioned into distinct groups each corresponds to a different
VLAN. The partition (VLAN) can be expanded when two untagged VLANSs are connected
together through their member ports. No two VLANS can be overlapped. Each VLAN is separate
from the rest. It provides a simple means to implement a secure and managed network.

Control Unit  Workstation 1 ' Workstation 2 Workstation 3

| Server 1
Switch 1

Switch 2

24

21

Server 2

no%ﬂ

Workstation 6

Figure 10.1-1  Application for Untagged VLAN
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10.2 Working Examples on Untagged VLAN using Web-based Interface
This section gives you a better understanding on how an Untagged Virtual LAN is being set up
using the Web-based Interface. You may follow the procedures stated below:
10.2.1  Hardware Setup for Networking
There are two VLANS, namely VLAN A and VLAN B in this network.
VLAN A

For Switch 1,
Connect Server 1, Control Unit and Workstation 1 to Port 1, 2 and 3 respectively.

For Switch 2,
Connect Workstation 4 and 5 to Port 7 and 8 respectively.

VLAN B

For Switch 1,
Connect Workstation 2 and 3 to Port 16 and 18 respectively.

For Switch 2,
Connect Server 2 and Workstation 6 to Port 24 and 19 respectively.

Notice that separate links are required between switches to join the two VLANS. You
need to connect ONE link first in order to prevent any looping, which might caused
malfunction to the entire network.

Make a link for Port 25 of both Switch 1 and 2. After finished all switches
configuration, connect one end of the network cable to Port 26 of Switch 1, and another
end to Port 26 of Switch 2.

NOTE

Please make sure that the port of Control Unit must be set within the same
Virtual LAN in the Web-based Management as the other ports in Switch 1
(VLAN A - Port 1 to 12), so that it can manipulate both the configuration of
the switches.
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10.2.2  Configuration for Switch 1

VLAN A

1. Open a browser and key in the IP address for Switch 1, such as 192.168.100.128.

2. Goto VLAN Config option and enabled the Status at Group 2.

3. Set VID number to 10. (Any number between 2 to 4094.)

4. Click on “-’ to ‘U’ for Port 1 to 12 and 25. Notice that the picture illustrated on
Page 81 used only Port 1, 2,and 3, we still can allocate the remaining ports to
VLAN A for further usage.

VLAN B

5. Next, enabled the Status at Group 3. Set VID Number to 20.

6. Click on *-’ to ‘U’ for Port 13 to 24 and 26. Also note that the picture illustrated on
Page 81 used only Port 16 and 18, we still can allocate the remaining ports to

VLAN B for further usage.

7. Click “Save” button upon confirmation.

Static Vian Setup
Groupl-16 | Grow! 732 -2 Non-member T: Tag U: Untagged
Growp Status VID 123456789 012U ISIST S ONNIIIINGTE
1 en 001 UUUUUUUUUUUUUUUUUUUUUULUUL

enZ[10 UUUUUUULUUUY U= == m = e e e = U=
NN ==s=smse—s———— UUU UL LU UL LU U=U

Giomp Status VID 123456785 011I213MSET BN IZINE

1| s

Figure 10.2-1  Untagged VLAN setting for Switch 1
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10.2.3

Configuration for Switch 2

VLAN A

1.

It is recommended to open another browser and key in the IP address for Switch 2,
such as 192.168.100.141.

2. Goto VLAN Config option and enabled the Status at Group 2.

3. Set the VID number to 10. (Between 2 to 4094.)

Notice that the VID Number for Untagged VLAN A and VLAN B can be different.

4. Click on *-* to ‘U’ for Port 1 to 12 and 25. Notice that the picture illustrated on
Page 81 used only Port 7 and 8, we still can allocate the other ports to VLAN A for
further usage.

VLAN B

5. Enabled the Status at Group 3 and set the VID number to 20. (Any number
between 2 to 4094.) VID number for Untagged VLAN A and VLAN B may not be
the same from Switch 1 and 2.

6. Click on ‘-’ to ‘U’ for Port 13 to 24 and 26. Also note that the picture illustrated on
Page 81 used only Port 24 and 21, we still can allocate the remaining ports to
VLAN B for further usage.

7. Click “Save” button to save all configurations.
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Static Vian Setup
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Figure 10.2-2  Untagged VLAN setting for Switch 2

Now, you can use another network cable to connect Port 26 of Switch 1 to Port 26 of
Switch 2.

85




Chapter 10 Application on Virtual LAN

10.3 Description on Tagged VLAN

10.3.1  Shared Uplink Connection

In a tagged VLAN application, you still can assign specific ports within a switch to be a
VLAN group. In addition, the data transferred within the VLAN group is tagged with
an ID as specified with the 802.3Q Tagged VLAN standard. It allows the VLAN
information to be carried along as the data flow from switch to switch. It also allows a
port to carry multiple VLANSs data stream. It is more flexible and scalable than the
untagged VLAN application. However, all networking devices have to support the
802.3Q Tagged VLAN standard for VLAN Tagging system to work.

Switch 1

Switch 2

Workstation 1 Workstation 2

Figure 10.3-1  Application for Tagged VLAN
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10.4 Working Examples on Tagged VLAN using Web-based Interface

The setting up of Tagged Virtual LAN will be discussed in this section using Web-based
Interface. You may follow the procedures stated below:

10.4.1

Hardware Setup for Networking

Two tagged VLANs - VLAN C and VLAN D are created in the physical network.
VLAN C consists of Server 1, Control Unit, Workstation 1 and 2. VLAN D consists of
Server 2, Workstation 3 and 4. The connection with port 25 of Switch 1 and port 25 of
Switch 2 transfer data for both VLAN C and D simultaneously and separately.

VLAN C

For Switch 1,
Connect Server 1 and Control Unit to Port 1 and 3 respectively.

For Switch 2,
Connect Workstation 1 and 2 to Port 7 and 8 respectively.
VLAN D

For Switch 1,
Connect Server 2, Workstation 3 to Port 14 and 13 respectively.

For Switch 2,
Connect Workstation 4 to Port 19.

For uplink purpose, you can make use of the Gigabit ports to connect Port 25 of Switch
1 to Port 25 of Switch 2.
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10.4.2

Configuration for Switch 1

VLANC

1. Open a browser and key in the IP address for Switch 1, such as 192.168.100.128.
2. Goto VLAN Config option and enabled the Status at Group 2.

3. Set VID number to 12. (Any number between 2 to 4094.)

4. Click on “-" to ‘U’ for Port 1 to 12 and select ‘T’ for Port 25.

VLAN D

5. Enabled the Status at Group 3.

6. Set VID number to 22. (Any number between 2 to 4094.)

7. Click on ‘-’ to ‘U’ for Port 13 to 24 and 26 and select ‘T’ for Port 25.

8. Click “Save” button upon confirmation.

Static Vian Setup
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(ol | Savm|

Figure 10.4-1  Tagged VLAN setting for Switch 1
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10.4.3  Configuration for Switch 2

VLANC

1.

Open another browser and key in the IP address for Switch 2, such as
192.168.100.141.

Go to VLAN Config option and enabled the Status at Group 2.
Set VID number to 12. (Any number between 2 to 4094.)
Click on *-’ to ‘U’ for Port 1 to 12.

Next, select ‘-’ to “T” for Port 25.

VLAN D

6.

7.

8.

Enabled the Status at Group 3.
Set VID number to 22. (Any number between 2 to 4094.)
Click on *-” to ‘U’ for Port 13 to 24 and 26.

Next, select -’ to ‘T’ for Port 25.

=z
o
-
m

NOTE
Please note that for Tagged VLAN, VID number MUST BE the same from
Switch 1 and 2.
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Static Vlan Setup
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Figure 10.4-2  Tagged VLAN setting for Switch 2
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10.5 Tagged VLAN with legacy (untagged) VLAN support

In most scenarios, there are legacy-networking devices that do not support 802.3Q Tagged
VLAN. To accommodate such devices, tagged VLANs are normally inapplicable. However,
Compex SGX3226 has provision for legacy device support. It allows an untagged VLAN or
device to join the tagged VLAN while work together as in a tagged VLAN application.

10.5.1  Legacy Device — VLAN Support

The example below shows the switch in a backbone application. Workstation 1 is a
legacy device, which do not support VLAN tagging. There is also an untagged VLAN
connecting the hub to port 7 of the switch. Other devices would support 802.3Q Tagged
VLAN. The commands build two tagged VLANs (Workstation on Port 2) and an
untagged VLAN (hub on Port 7). The switch would tag and un-tag the data such that
data flowing into Port 7 would be tagged with a VLAN ID of ‘3’ while data flow out of
it would be untagged that the legacy VLAN would recognize it.

=

Server 1

VLAN 3

Figure 10.5-1  Legacy Device — VLAN Support

NOTE
The VLAN configuration shown above would be impossible to implement
with untagged VLAN.

=z
o
-
m
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10.5.2  Legacy Devices Support

With the legacy support, the untagged example (Fig 10.1-1) now can be configured as
two tagged VLANSs with two ports less. The two connections now share one connection
between the two switches. The tagged VLAN effectively connects all untagged devices.

Switch 1

Switch 2

Server 2

Figure 10.5-2  Legacy Devices Support
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